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THE DOMAIN NAME SYSTEM (DNS) AND HOW IT WORKS



THE DNS IS A HIERARCHICAL AND EXTENSIBLE SYSTEM

THE DNS is a hierarchical and extensible system
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THE DNS IS A HIERARCHICAL AND EXTENSIBLE SYSTEM

DNS REGISTRIES, REGISTRARS, RESELLERS AND RESOLVERS



TOP LEVEL DOMAINS:  GTLDS AND  CCTLDS

Generic Top Level Domains (gTLDs)

Over 1200 different gTLDS

Technical and policy aspects are administered

by the Internet Corporation for Assigned Names and

Numbers (ICANN)

Country Code Top Level Domains (ccTLDs)

Over 300 different ccTLDS

Technical aspects administered by ICANN (e.g., IANA 

root zone server) Policy aspects administered by 

individual country identified by ccTLD
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MOST POPULAR TLDS
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ONLINE COPYRIGHT INFRINGEMENT 

PIRACY SITES 



INTERNET INTERMEDIARIES INVOLVED WITH 

STRUCTURALLY COPYRIGHT INFRINGING WEBSITES 

Social 
Media



EXAMPLE:  FMOVIES.SE
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FMOVIES RELIES ON INTERMEDIARIES SPREAD AROUND

THE WORLD 
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NO INTERNATIONAL TREATY GOVERNS THE DNS

 National and regional (e.g., European Union) laws

 ICANN contracts and policies and for gTLDs

 Contractual obligations:  registryregistrarregistrant

 Voluntary measures

POLICY MEANS BY WHICH DNS SERVICE 

PROVIDERS ADDRESS ONLINE COPYRIGHT 

INFRINGEMENT
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REACTIVE MEASURES DNS SERVICE PROVIDERS CAN TAKE 

TO ADDRESS COPYRIGHT INFRINGING WEBSITES

 Registries, Registrars and DNS Resolvers cannot 

remove individual pieces of content or pages from 

websites

 Registries and Registrars can suspend/disable the 

domain name of a website

 Registries and Registrars can freeze the domain name to 

prevent it from being transferred and to prevent the 

registrant/WHOIS data from being modified

 DNS Resolvers can prevent the domain name from 

resolving
For Structurally Copyright-Infringing Websites



THE LEGAL FRAMEWORK FOR DNS PROVIDERS  TO 

ADDRESS COPYRIGHT INFRINGING WEBSITES

 Where registries, registrars, or DNS resolvers serve 

structurally copyright infringing websites: The legal 

frameworks and case law lack a clear picture at 

international and national levels. 

Structurally Copyright-Infringing Websites



THE LEGAL FRAMEWORK FOR DNS PROVIDERS : 

SECONDARY LIABILITY FOR COPYRIGHT INFRINGEMENT?

 Case law mainly discusses liability as secondary infringers if 
DNS providers serve structurally copyright infringing websites. 
This usually requires intent, which could be established by a 
notice. 

 “Safe harbors” from electronic commerce legislation 
sometimes may apply. 



THE LEGAL FRAMEWORK FOR DNS PROVIDERS: 

NO-FAULT INJUNCTIONS?

 There are court remedies not based on liability (i.e., no-fault 
injunction orders).

 Such no-fault remedies are based on the idea that 
intermediaries are in a good position to help. They have 
proved successful in many countries and could be considered in 
the case of DNS service providers, depending on national law. 



THE LEGAL FRAMEWORK FOR DNS PROVIDERS: 

NO-FAULT INJUNCTIONS?

 For non-fault injunctions, the principle of proportionality needs to apply.  It is 
necessary to balance-out the conflicting fundamental rights: right to property 
(copyright holder), right to conduct a business (DNS service provider) and the 
right to access information (Internet user).

 Examples: website blocking, hosting take down, delisting of search results.

 Duties to suspend/disable and freeze domain name are possible for registries 
and registrars.

 Duties not to resolve domain name are possible for DNS resolvers.



THE LEGAL FRAMEWORK FOR DNS PROVIDERS: 

NO-FAULT INJUNCTIONS?

 High Court of New Dehli:

“[S]upporting website blocking for sites dedicated to 
piracy does not make one an opponent of a free and open 
internet . . . [and] advocating limits on accessing illegal 
content does not violate open Internet principles.”

UTV Software Communication Ltd. v. 1337X.To and Ors (2019)



TE DNS IS A HIERARCHICAL AND EXTENSIBLE SYSTEM

DNS SERVICE PROVIDER CONTRACTUAL OBLIGATIONS

THAT ADDRESS COPYRIGHT INFRINGEMENT

 gTLD registries and registrars must enter accreditation agreements with ICANN

 Must prohibit registrants from copyright infringement (among other illegal activity)

 Registrars must have an abuse contact and respond appropriately to any reports of abuse

 All registries—whether gTLD or ccTLD—have contractual agreements with 

registrars

 Registrars enter into contracts with domain name registrants

 Typically prohibit registrants from engaging in illegal behavior, including violating third-party rights

 KEY:  registries and registrars reserve the right in their contracts to suspend/disable 

domain names and to freeze domain names to prevent transfer
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PROACTIVE MEASURES DNS SERVICE PROVIDERS CAN TAKE 

TO PREVENT COPYRIGHT INFRINGING WEBSITES

 Ensure accuracy of and verify registrant data (WHOIS data)

 Name, email address, physical address, phone number

 Limit or prohibit use of privacy/proxy services

 Block/delete all registrations by abusive registrants

 Implement algorithms to identify and prevent abusive domain name registrations

 Verification of WHOIS data “can even be more efficient and less burdensome than 
requesting the deletion of single domains for IP-infringing activities, as failure to comply 
with one verification request may result in the deletion of all the domain names of a 
specific domain name holder [registrant].”
EUIPO, Domain Names—Discussion Paper March 2021



VOLUNTARY REACTIVE MEASURES DNS SERVICE PROVIDERS CAN 

TAKE  TO ADDRESS COPYRIGHT INFRINGING WEBSITES

• Trusted Notifier / Trusted Flagger Arrangements
• Voluntary arrangements with no monetary consideration

• Notifier is an organization with expertise in identifying structurally 

copyright infringing websites

• Notifier engages in human review of website

• Notifications are in writing with attestation

• Arrangement can be made with registries and registrars

• Examples:  Motion Picture Association with Donuts (now Identity Digital) 

and Radix



THE DNS IS A HIERARCHICAL AND EXTENSIBLE SYSTEM

SUCCESS OF TRUSTED NOTIFIER PROGRAM FOR ONLINE

COPYRIGHT PIRACY 

Statement from Registry Donuts

in June 2016
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SUCCESS OF TRUSTED NOTIFIER PROGRAM FOR ONLINE

COPYRIGHT PIRACY 
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“CONTENT REGULATION”  ARGUMENTS 

 Many DNS Service providers decline to take action on the domain names of 
structurally copyright infringing websites absent a court order in their relevant 
jurisdiction directing them to do so.

 They argue that they should not engage in “content regulation” or evaluate 
speech.

 Failure to recognize that copyright infringement is illegal activity that is globally 
recognized

 Overwhelming majority of world’s countries
are signatories to the Berne Convention for the 
Protection of Literary and Artistic Works
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CONCLUSIONS 

 Structurally copyright infringing websites should be addressed by DNS providers.

 Legal frameworks for DNS providers and copyright infringement still in a state of 

development.

 “No fault” injunctive legal remedies could serve as effective and balanced tools. 

DNS providers in a good position to help. Registries and registrars suspend/disable, 

freeze; DNS resolvers no resolution.

 Proactive measures by DNS providers to discourage online infringement and other 

illegal activity should be adopted, such as ensuring accuracy of registrant/WHOIS data.

 Voluntary reactive measures, such as trusted notifier arrangements,  should be 

encouraged.
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