Digitally Signed and Certified Priority Documents and Extracts Under
the Hague System

The International Bureau of the Hague System (“IB”) provides certified priority documents and extracts only in PDF form (i.e., not on paper), digitally signed
and certified, (“digitally signed and certified PDF documents”). This guide aims to help Hague System users wishing to ascertain the authenticity of digitally

signed and certified PDF documents, by answering the following questions.

1. What do digitally signed and certified PDF documents look like?
2. Which elements may a user check in digitally signed and certified PDF documents?

1. What do digitally signed and certified PDF documents look like?

Sample priority document Sample extract
POF PDF
Certified copy Hague_cover page
_original_eSign_e_2! Extracts_eSign_e_20.

2. Which elements may a user check in digitally signed and certified PDF documents?

With illustrative images from the above samples, the following chart explains the elements specific to digitally signed and certified PDF documents.
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https://www.wipo.int/hague/en/docs/hague-system-certified-docs-esign.pdf
https://www.wipo.int/hague/en/docs/hague-system-certified-docs-extracts.pdf

Elements description

One of the first elements you will notice
when you open a digitally signed and
certified PDF document is the tab that
appears directly above the document, as

shown in yellow in the image on the right.

Illustration

CERTIFIED TRUE COPY OF THE HAGUE
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In order to ascertain the document’s
authenticity, please check first if there is a
ribbon symbol.

If a black ribbon symbol appears in the
upper left side, it means that a trusted
signer has put the digital signature, that
the signature is valid and that the
document is certified.

The black ribbon should appear
when you open the document.

'CERTIFIED TRUE COPY OF THE HAGUE APPLICATION.

[eHogue-Fiing] WIFOIZ348
[indirect fing and Offce] Nat sppicsbie.

The next element you could check is the
exact wording, featured within the tab.

The wording should read as follows:
Certified by Quan-Ling Sim
<intdesigns@wipo.int> (or an individual
with e-mail domain @wipo.int) , World
Intellectual Property Organization,
certificate issued by Symantec Individual
Document Signing RSA CA.

Please note that the Hague System uses
DigiCert (owned by Symantec) as a Trust
Service Provider of digital signatures and
certificates.

This is the exact wording, which should appear when
you open an |B certificate.
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'CERTIFIED TRUE COPY OF THE HAGUE APPLICATION.

You can open the signature details by clicking on
Signature Panel.

RODBG

WIPO1Z3455.
[indirect fing and Offce] Nat sppicsbie.

To view more information on the signature
validity and authenticity, please click on
Signature Panel on the right corner of the
tab as shown in the image.

Digital seal of the International Bureau

onomnasss.are
= '}
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Once you open the Signature Panel, you
will see information about the digital
signature.

In the image on the right, the digital
signature (of Quan-Ling Sim) has an icon
(the black ribbon) which identifies its
verification status as valid.

RO B

Signatures X

[E=]+ Validate All

| > Q Certified by Quan-Ling Sim <intdesigns@wipo.int>

Filing date
Registration date
Registration No.

[eHague-Filing] WIPO123456
[indirect fiing and Office] Not applicable

[intemational Bureau 970000000
‘Senal Request Number]

Geneva, March 09, 2022

Intemational Bureau of the World Intellectual
Property Organization (WIPO)

Rt o

Quan-Ling Sim
Head

Operations Service
The Hague Registry

Digital seal of the International Bureau
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@ Signatures X

Click on the expand button to

display the signature details. _
u Elv Validate [eHague-Fiing] WIPO123456
[indirect fiing and Office] Not applicable

[intemational Bureau 970000000

@ ® Certified by Quan-Ling Sim <intdesigns@wipo.int> Serial Request Number]

If you click on the expand button, you can | | & poe s gﬁ%%
also check the verification details, listed Source of Trust obtained from Adobe Approved Trust List (AATL).
beneath the digital signature. Document has not been modified since it was certified frrmeam
Signed by the current user

The Signature panel also provides Signing time s from the clock on the signer's computer. Invernational Burea of e World Intllctual
information about the specific time the Signature s LTV enabled bt P
document has been signed and the y Sionture betalt

Last Checked: 2022.03.21 10:36:13 +01'00" ehn:::ur:ie;;

signature details.

Field: Signature2 on page 1

Digital seal of the International Bureau

Mo !
20220209 12555 401
s ol

INTELLEGTUAL PROPERTY
CAGANIZATION
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Signatures X

EI v Validate All [eHagueFiling] WIPO123456
[indirect fiing and Office] - Not applicable

[intemational Bureau 970000000
Serial Request Number]

v Q Certified by Quan-Ling Sim <intdesigns@wipo.int>
Filing date
Registration date
Valid certified document: Registration No.

RO Dm

No changes are allowed

Source of Trust obtained from Adobe Approved Trust List (AATL). Geneva, March 09, 2022
eva, March 09,

Document has not been modified since it was certified

Al the details in regards to

this specific digital signature Intemational Bureau of the World Intellectual
Property Organization (WIPO)

Signed by the current user

Signing time is from the clock on the signer's computer.

Signature is LTV enabled J}A'M,'j_‘ﬂ e

> Signature Details Guarnting Sim
Head

Last Checked: 2022.03.21 10:36:13 +01'00° Operations Service

The Hague Registry

Field: Signature2 on page 1
Digital seal of the International Bureau

Mo !
20220209 12555 401
s ol

P —

o [o—— e
INTELLEGTUAL PROPERTY  viwuciiios /oot ioniagnl 121

o % Somsarans
faonety RS Wwwwipe.nt
@ Signatures X Right click on the signature and you will ~
see a menu with the different elements.
N Ev Validate All i ferences [eHague-Filing] WIPO123456
[Indirect fiing and Office] Not appiicable
[Intemational Bureau 570000000
@ o Q | Serial Request Number]
Go to Signature Field
é‘" No changes are allowed date November 11, 2021
istration date November 11, 2021
. . Valid certified document: Clear Signature ftration No. DW123456
If you wish to check further signature e
. . . A ource of Trust obtained from Adobe Appr| Validate Signature Lva. March 08, 2022
d.etalls’ you can SImPIy rlght CIICK on the Document has not been modified since
Signature as shown in the image on the S S— View Signed Version «
rlght. Signing time is from the clock on the sig | Compare Signed Version to Current Version Inematonal Bureau o e
Signature is LTV enabled . .
RSB G Show Signature Properties... 2»&»-“14«. s
» Signature Details . wan-Ling Sim
Legal Notice... Feag 2
Last Checked: 2022.03.21 10:36:13 +01'00" Operations zmxy
e Hague Regi
Field: Signature? on page 1
Digital seal of the International Bureau
Q e
1= 4
INTEL coTUAL PROPERTY  Siaipe cortantentizer 1 Coner S e
iYeratien e, WWwWWIp Nt
v
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Signatures

[eHague-Filing] WIPO123456
[indirect fling and Office] Not applicable

[intemational Bureau 970000000
Serial Request Number]

[:=]+ validate All

Select Validate Signature

Go to Signature Field

RO B
<
b O]

No changes are allowed

Valid certified document: Clear Signature

Source of Trust obtained from Adobe Appr

Document has not been modified since

Signed by the current user View Signed Version

Compare Signed Version to Current Version Droperty Orgamamtion (AIPO]

Show Signature Properties... Jk\tw'j*-\ M

Quan-Ling Sim
Head

Signing time is from the clock on the sig
Signature is LTV enabled

> Signature Details .
Legal Notice...

Last Checked: 2022.03.21 10:36:13 +01°00" Operations Service
The Hague Registry.

Field: Signature2 on page 1
Digital seal of the International Bureau

If you select “Validate Signature”, Adobe
will display the Signature Validation
Status in details for you. It will inform you
if the certification is valid, as well as if the
document has been modified since it has
been certified.

worio [ . =
GRGANIZATION e 4122398 7575 www.wipo.int

Signatures

| Signature Validation Status

hal WIPO123456
ge] Not applicable
, Document certification is valid, signed by Quan-Ling Sim <intdesigns@wipo.int>. : 970000000

- The Document has not been modified since it was certified.

- The document is signed by the current user.

[E=]+ validate Al

v Q Certified by Quan-Ling Sim <intdesigns@wi

November 11, 2021
November 11, 2021
Valid certified document: DM/123456

RO B

No changes are allowed

Source of Trust obtained from Adobe Appro
Document has not been modified since it

Signed by the current user

e . ireau of the World Intellectual
Signing time is from the clock on the sign: Signature Properties... | ‘ Close fzation (WIPO)
Signature is LTV enabled

9 S

> Signature Details
Last Checked: 2022.03.21 10:36:13 +01'00"

Quan.Ling Sim
Head

Operations Service
The Hague Registry

Field: Signature2 on page 1
Digital seal of the International Bureau

r oo
(2020309112533 101

S p— Verifying all signatures
ORGANIZATION rrorenTY Tl +4122 33875 TE
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If you would like to display more details,
you will need to go to Signature
Properties. For this, please click on “Show
Signature Properties”.

The Signature Properties provide details
on the exact Signing time, the source of
trust and the signer’s info.

Home Tools Certified copy _orig... X

BEedBRQA OO i1 DO «» - g BEAT O

Signatures

[:=]~ Validate All

No changes are allowed

RoOop

Valid certified document:

Source of Trust obtained from Adobe Approved Trf
Document has not been modified since it was ¢
Signed by the current user

Signing time is from the clock on the signer's cq

X Filing date
Registration date
Registration No.

November 11, 2021 A
November 11, 2021

DM/123456

Go to Signature Field

Clear Signature

Validate Signature

View Signed Version

| Click on Show Signature Properties I

Compare Signed Version to Cgrrerﬁion

Signature is LTV enabled

Show Signature Properties...

» Signature Details

Last Checked: 2022.03.21 13:56:28 +01'00"

Legal Notice...

Field: Signature2 on page 1

International Bureau of the World Intellectual
Property Organization (WIPO)

2#4‘\0\' j-&—‘ / )1-\/ 4
Quan-Ling Sim
Head

Operations Service
The Hague Registry

Digital seal of the International Bureau

- =
2022.03.09 11:25:55 +01'00°
=y - a

INTELLEGTUAL PROPERTY
ORGANIZATION

Contact Hague

wwwaSwipoint/contact/ervhague/ 1211 Geneva 20, Switzerland
» . 8

Tel. +4122 338 75 75

34, chemin des Colombaties

www.wipo.int
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File

Home

BEOdERQ OO 1|/

Q Certified by Quan-Ling Sim <intdesigns@wipo.int>, World

Edit View

Tools

Window Help

Certified copy _orig... X

RO

Signatures
[E=]~ validate Al

v Q Certified by Quan-Ling Sim <intdesigns@wip(

v

No changes are allowed

Valid certified document:

Source of Trust obtained from Adobe Approve|
Document has not been modified since it w.
Signed by the current user
Signing time is from the clock on the signer!
Signature is LTV enabled

Signature Details

Last Checked: 2022.03.21 13:56:28 +01'00°

Field: Signature2 on page 1

Signature Properties

* <intdesigns @wipo.int>.

Document certification is valid, signed by Quan-Ling Sim

Signing Time: 2022/03/09 11:25:55 +01'00°

Source of Trust obtained from Adobe Approved Trust List (AATL).

Validity Summary

document.

2022/03/09 11:25:55 +01'00*

The document has not been modified since it was certified.

The document is signed by the current user.
Signing time is from the clock on the signer's computer.

Signature was validated as of the signing time:

The certifier has specified that no changes are allowed to be made to this

Signer Info

built.

The signer's certificate is valid and has not been revoked.

The path from the signer's certificate to an issuer's certificate was successfully

Advanced Properties.

Validate Signature ‘ ‘

Close

November 11, 2021
November 11, 2021
DM/123456

I Bureau of the World Intellectual
ganization (WIPO)

do S

rvice
baistry

pf the International Bureau

-
2022.03.09 11:25:55 +01'
[

lcnamin des Colombattes
h Geneva 20, Switzeriand

GRGANIZATION

Tol +4122 338 1575

WWWw.wipo.int
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File Edit View Window Help R )
Signature Properties X

Home Tools Certified copy _orig... %
Document certification is valid, signed by Quan-Ling Sim

EeddEQ ®O 1 /1 i <intdesigns@wipo.int>.

Signing Time: 2022/03/09 11:25:55 +01'00"
Q Certified by Quan-Ling Sim <intdesigns@wipo.int>, World

Source of Trust obtained from Adobe Approved Trust List (AATL).

Signatures November 11, 2021
Validity Summary November 11, 2021
- : DM/123456
(=]~ Validate Al The document has not been modified since it was certified.

The certifier has specified that no changes are allowed to be made to this

v Q Certified by Quan-Ling Sim <intdesigns@wip(
document.

S R=A

You can also check Advanced Signature

No changes are allowed L
The document is signed by the current user.

Properties, where you can see the Valid certified document:
Signature Algorithm , WhiCh was used i Source of Trust obtained from Adobe Approve Signing time is from the clock on the signer's computer. ;:nt:;:?ii,ﬁwrpg)o”d Intellectual
Document has not been modified since it w: Signature was validated as of the signing time:

2022/03/09 11:25:55 +01'00"
Signed by the current user ‘j"“"\ /)’1’\—\/

Signing time is from the clock on the signer’ n

Signer Info
Signature is LTV enabled rvice
The path from the signer's certificate to an issuer's certificate was successfully pgistry

» Signature Details
Click on Advanced Properties
Last Checked: 2022.03.21 13:56:28 +01'00" pf the International Bureau
e signer's certificate is valid and has not been revoked.

o - |
2022.03.09 11:25:55 +01'00°
Show Signer's Certificat = -
Advanced Properties... ‘ Validate Signature ‘ | Close
crermin des O
I Geneva 20, Swizeriand
- ORGANIZATION Tel 11220987675 WWW.Wipo.int
v

Field: Signature2 on page 1
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Home

Q Certified by Quan-Ling Sim <intdesigns@wipo.int>, World I

Tools Certified copy _orig... %

® 8 EQ s

R OO

Signatures

[:z]+ Validate Al

v Q Certified by Quan-Ling Sim <intdesigns@wipi
Neo changes are allowed
Valid certified document:
Source of Trust obtained from Adobe Approve|
Document has not been modified since it wi
Signed by the current user
Signing time is from the clock on the signer
Signature is LTV enabled
> Signature Details
Last Checked: 2022.03.21 13:56:28 +01'00"

Field: Signature2 on page 1

Signature Properties

Document certification is valid, signed by Quan-Ling Sim
* <intdesigns@wipo.int>.
Signing Time: 2022/03/09 11:25:55 +01'00"

Source of Trust obtained from Adobe Approved Trust List (AATL).

_

Advanced Signature Properties

Signature Details

Signature was created using Adobe Acrobat Pro 2017 2017.011.30207.
Hash Algorithm: SHA256

Signature Algorithm: RSA with PKCS#1 v.1.5

built.

The signer’s certificate is valid and has not been revoked.

Show Signer’s Certificate

‘ Validate Signature ‘ ‘ Close

Advanced Properties...

i o

November 11, 2021
November 11, 2021
DM/123456

| Bureau of the World Intellectual
ganization (WIPQ)

Fony M

n
rvice
Egistry

of the International Bureau

_ M
2022.03.09 11:25:55 +01'00°
- i}

chemin des Colomiattes
H Geneva 20, Switzerland

GRGANIZATION Tol +4122 338 75 15

s
WWW.Wipo.int
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File Edit View Window Help R )
Signature Properties X

Home Tools Certified copy _orig... %
Document certification is valid, signed by Quan-Ling Sim

EeddEQ ®O 1 /1 ? <intdesigns@wipo.int>.

Signing Time: 2022/03/09 11:25:55 +01'00"
Q Certified by Quan-Ling Sim <intdesigns@wipo.int>, World

Source of Trust obtained from Adobe Approved Trust List (AATL).
Signatures November 11, 2021
Validity Summary November 11, 2021
- : DM/123456
(=]~ Validate Al The document has not been modified since it was certified.

The certifier has specified that no changes are allowed to be made to this

v Q Certified by Quan-Ling Sim <intdesigns@wip(
document.

S R=A

No changes are allowed L
The document is signed by the current user.

H “ H i} H ”
If you click on “Show Signer’s Certificate”, Vaiid certfied document
. . . . Signing time is from the clock on the signer's computer. | Bureau of the World Intellectual
you will be able to view until when the Source of Trust obtained from Adobe Approve ganization (WIPO)
e H H H H Document has not been modified since it wi Signature was validated as of the signing time:
certificate is valid, who issued it etc. 205103100 1119555 101100 e
Signed by the current user
Signing time is from the clock on the signer’ S e n
Signature is LTV enabled X X X rvice
ST The path from the s Click on Show Signer's Certificate IWas successfully Bgistry
> Signature Details built.
Last Checked: 2022.03.21 13:56:28 +01'00" pf the International Bureau
The signer's certificate is valid and has been revoked.

Field: Signature2 on page 1

L - |
2022.03.09 11:25:55 +01'00°
Show Signer's Certificats [ |

Advanced Properties... ‘ Validate Signature ‘ | Close
- SREANZATION e WWW.WIpo.int
v
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" . This dialog allows you to view the details of a certificate and its entire issuance chain. The details . .
Home Tools Certified copy _orig... correspond to the selected entry. @ Sigr

|EJ @ a 8 Q @ @ 1 |/ ["1Show all certification paths found

. e . . antec Document Signing RSA|  Summary Details Revocation Trust  Policies Legal Notice
Q Certified by Quan-Ling Sim <intdesigns@wipo.int>, mantec Individual Docurnent

Quan-Ling Sim <intdesigns@ -Li i 0 - oo
Signatures 9 9! Q Quan-Ling Sim <intdesigns@wipo.int> November 11, 2021
World Intellectual Property Organization November 11, 2021
[E=]+ validate Al . N DW/123456
Issued by:  Symantec Individual Document Signing RSA CA

v Q Certified by Quan-Ling Sim <intdesign Symantec Corporation

Valid from:  2021/04/26 01:00:00 +01°00°

RO DB

No changes are allowed

Valid certified document: Valid to:  2023/04/27 00:59:59 +01'00"
u of the World Intellectual
Source of Trust obtained from Adobe A
Intended usage:  |Digital Signature, Non-Repudiation, Acrobat lon (WIPO)
Document has not been modified si Authentic Documents

Signed by the current user

Signing time is from the clock on th
Signature is LTV enabled
> Signature Details
Last Checked: 2022.03.21 13:56:28 +01 )ternational Bureau

Field: Signature2 on page 1 =
3.0911:15:§s+m‘ﬂ

}s Colombattos
10, Switzeriand

Wwipo.int
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When the IB signs and certifies a
document, a signed version of the PDF at
that time is saved with the PDF.

This means that the original cannot be
modified and that each latter version will
be saved as append-only.

® B XQ 1/

R DO® s - R BETD

Q Certified by Quan-Ling Sim <intdesigns@wipo.int>, World Intellectual Property Organization, certificate issued by Symantec Individual Document Signing RSA CA.

RO D

Signatures

[:=]~ validate All

[Filing date

Registration date

Registration No

Naovember 11, 2021
November 11, 2021
DM/123456

v Q Certified by Quan-Ling Sim <intdesigns@v

No changes are allowed
Valid certified document:

Source of Trust obtained from Adobe Appre

Go to Signature Field
| Click on View Signed Version

-h 09, 2022

Clear Signature
Validate Signature

Document has not been modified since

Signed by the current user

View Signed Version

Signing time is from the clock on the sig
Signature is LTV enabled
> Signature Details

Last Checked: 2022.03.21 13:56:28 +01'00°

Field: Signature2 on page 1

Compare Signed Version to Current Version

Show Signature Properties...

Legal Notice...

International Bureau of the World Intellectua
Property Organization (WIPO)

i

Quan-Ling Sim
Head

Operations Service
The Hague Registry

Digital seal of the International Bureau

— M
2022.03.09 11:25:55 +01'00°
=y - -
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R OO B[O

You are currently viewing a signed version. All editing and interactive features are disabled. Save a copy and reopen to edit this document.

=

=
WIPO | HAGUE

[CERTIFIED TRUE COPY OF THE HAGUE APPLICATION

Application References [eHague-Filing] WIPC123456
[indirect fiing and Office] Mot applicable
[Intemnational Bureau §70000000
Request Number]

Serial

Filing date Nevember 11, 2021

Registration date Nevember 11, 2021
istration No. DM/123456

Geneva, March 09, 2022

International Bureau of the World Intellectual
Property Organization (WIPO)

Quan-Ling Sim
Head

Operstions Servics
The Hague Registry

Digital seal of the International Bureau

20310 112535 o100
[ a

aup 34,coare
Lopn coreacuenmaguer 12T o

LS ETE www.wipo.int

BRAAMTATION
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Now let us proceed to the body of our
electronically certified priority documents
and extracts.

You will notice that when you open a
certified document or extract, there is a
Digital seal field.

This is a new element to our templates.

The details of this field are as follows: the
text title is in blue color, the new logo is in
red, and accompanied by a red rectangle
where the digital signature and time
stamp are placed.

Organization, certificate issued by Symantec Individual Document Signing |

4

2
£i D
T

AGUE

CERTIFIED TRUE COPY OF THE HAGUE APPLICATION

Application References [eHague-Filing] WIPO123458
[Indirect filing and Office] Mot applicablz

[International Bureau S70000000
Serial Request Number]

Filing date November 11, 2021
Registration date Movember 11, 2021
Registration Mo. DM/123456

Geneva, March 08, 2022

International Bureau of the World Intellectual

Property Organization (WIPO)
This is where IB places
its digital signature and 2"’"‘“:’““‘1 Mo
time stamp Quan-Ling Sim
Head

Operations Service
The Hague Registry

'Y

Digital seal of the International Bureau

— R— |
202203.09 11:35:55 +0100
- | 1. |

WORLD
INTELLECTUAL FROFERTY
DRGANIZATION

International Bureau of the World Intellectual
Property Organization (WIPO)

I

Quan-Ling Sim

Digital Signature and
time stamp

Head
Operations Service
The Hague Registry

Digital seal of the International Bureau

[ 1
2022.03.09 11:25:55 +0100°
> — .|

International Bureau of the World Intellectual
Property Organization (WIPO)

Artn s e

Quan-Ling Sim
Head
Operations Service
The Hague Registry
You will find the
exact time-
stamp of the
digital signature
inthe red
rectangle.

Digital seal of the International Bureau

[ —
2022.03.09 11:25:55 +01'00
>y = -
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The two final important elements to note
are: sending date (concerns both extracts
and certified priority documents) and box
information, featured in certified priority
documents.

1. Sending date corresponds to the
date the document is sent to clients.
You can see it in both image
examples on the right.

2. The box information (certified
priority documents) has four fields
(Application No., Filing date,
Registration date, Registration
No.). Each field is explained below,
as well as in the image on the right
under certified priority document
example.

a. Application References feature any
application reference(s) the IB has on
file (eHague-Filing reference, National
Office reference if available); the IB
Serial Request Number is always
featured as part of the Application No.
as it is used for all types of
applications: eHague, paper or
indirect filings

b. Filing date- date on which application
was filed

c. Registration date — featured, if case
has been registered and available

d. Registration no. — featured, if case
has been registered and available

Extract example

FEXTRACT FROM THE INTERNATIONAL REGISTER OF INDUSTRIAL DESIGNS

The International Bureau of the World Intellectual Property Organization (WIPO) hereby certifies
that the particulars given below correspond to the recordings made in the International Register
of Industrial Designs, as of the date of the establishment of this extract, under the Hague
Agreement Concemning the International Registration of Industrial Designs.

The date, featured in our extracts,
Geneva February 02, 2022 # corresponds to the date on which
we sent the request to our users.

Certified priority document example

Application References » [eHague-Filing] |WIPO123456|

\ [Indirect filing and Office] |Not applicable
[International Bureau |970000000

Serial Request Number]

Filing date B | November 11, 2021 |
Registration date > | November 11, 2021 |
Registration No. DM/123456

The date, featured in our electronically certified

Geneva,|March 09, 2022 q priority documents, corresponds to the date on

which we sent the request to our users.
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