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FILE RENEW MANAGE REPRESENTATIVE MY WORKBENCH
smartly file an application online anytime, Renew your registration the easy way. Appoint or cancel a representative Open my workbench
anpwhzic.
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Welcome to WIPO

Login with your WIPO Account to access WIPQO's online IP
services
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Password

Create WIPO Account

Forgot your username?  Forgot your password?
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My WIPO Account

My Academy Dashboard

Click here to
add MFA to
your account

My IP Portal Dashboard

summary My Favorites ClD

Logout
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Authentication methods

Set up and manage my strong authentication methods here.
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Authentication methods (owe

Some WIPO systems and online services may require an additional authentication step (strong authentication) in order to permit access. Strong authentication
mechanisms must be treated as securely as your login information and must not be shared. It is recommended to set up at least two strong authentication
methods should one of them not be available for any reason.

The most efficient authentication methods are push notifications using the ForgeRock Authenticator app and one-time passwords generated either by an app
installed on your mobile device (such as Google Authenticator) or desktop (such as WinAuth), or sent by text message (SMS) to your mobile phone or landline
phone. Digital certlflcates are less convenient and also take longer to set up as requests for WIPO Digital Certificates are manually processed during WIPO's office
hours. For mation on how to use the strong authentication methods please click here.

Set up authentication methods
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WIPQO'S SECURE eSERVICES

1) The security of your data depends on you using the system correctly.

By adding strong authentication to your WIPO account, you agree to take responsibility for ensuring the security of information in WIPO's systems as set out
below. If you do not confirm that you accept these conditions, you cannot set up the strong authentication required to use WIPO's secure eServices.

* The WIPO account to be secured by strong authentication will only be used by one person, namely, the account holder. The account login details will be
kept secure and will not be shared with another person.

« If you delegate access rights to another person, you are responsible for ensuring that the person is in fact entitled to view the relevant confidential data
and documents, as well as for maintaining such access rights, for example, if a person ceases to be eligible for access rights.

 If you suspect that your WIPO account is being accessed by someone else, or if there are problems with access rights which you cannot resolve, you will
contact SUPPORT immediately.

« In the case of digital certificates, they will be kept secure and will not be shared with another person. Each certificate may only be associated with a
single WIPO account at any given time.
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Some WIPO systems and online services may require an additional authentication step (strong authentication) in order to permit access. Strong authentication

mechanisms must be treated as securely as your login information and must not be shared. It is recommended to set up at least two strong authentication
methods should one of them not be available for any reason.

The most efficient authentication methods are push notifications using the ForgeRock Authenticator app and one-time passwords generated either by an app
installed on your mobile device (such as Google Authenticator) or desktop (such as WinAuth), or sent by text message (SMS) to your mobile phone or landline

phone. Digital certificates are less convenient and also take longer to set up as requests for WIPO Digital Certificates are manually processed during WIPO's office
hours. For more information on how to use the strong authentication methods please click here.
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(1) v 1i@MFPIY - ForgeRock Authenticator App

Push notification

Use the ForgeRock Authenticator app installed on a mobile device to receive push notifications. WIPO strongly recommends activating the locking mechanism on
your mobile device (e.g., PIN, facial recognition, fingerprint, etc.) if using this feature.

Add

“add” IRF>&2IUvIUT,
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(1) v 1i@M>7PTY - ForgeRock Authenticator App
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(1) v 1i@MFPIY - ForgeRock Authenticator App
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< App Store

Accounts

“Scan QR Code”QRI—R
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No accounts

Register your first account using the
camera to scan a QR Code
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(1) v 1i@MFPTY - ForgeRock Authenticator App

10:51 100

: y : s ) Cancel Account Nickname
Use the ForgeRock Authenticator app installed on a mobile device to scan the QR code below and click on 'Accept'. " Jr WIPO account

and can be used to receive Push Notifications to authorize your login to WIPO's online services that require strong : <

Use the ForgeRock Authenticator app to scan the QR code below
Edit logo

WIPO Test!
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(1) v 13@M7TY - ForgeRock Authenticator App

Push notification

Use the ForgeRock Authenticator app installed on a mobile device to receive push notifications. WIPO strongly recommends activating the locking mechanism on
your mobile device (e.g., PIN, facial recognition, fingerprint, etc.) if using this feature.

q JONAH ASHER PUSH NOTIFICATION view details |
—

Authentication request for
WIPO [TEST]

Use the buttons to Accept or Reject
the request.

"Accept” v 1B EEEhELUE. RIiR9 5155,
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(1) v 1i@MFPIY - ForgeRock Authenticator App

Authentication method selection

LR ]
Select App for one-time password EFS OB E

authentication

Digital certificate
method

ush notification
Text message (SMS) with one-time password

# Waiting for response...

(a Forgerock WIPO notification has been sent to your mobile phone)

Having difficulties?

Read our WIPO Account help guide

“Push notification” J’v S 1 @M% 255
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(1) v 1i@MFPIY - ForgeRock Authenticator App

Authentication request for

WIPO [TEST]
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App for one-time password

Use an authenticator app installed on a mobile device or PC to generate a one-time password.
[ Add )

“add” IRF>Z2IIUYIUT. BEEN.
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JONAH ASHER ONE-TIME PASSWORD

CHEDREFXIUT
QRI— RZ&ERAHHD
If you are unable to scan the QR code, type the code below into your app to obtain the one-time password: 2 (i: — I{Elj] °

HMVTU2DQJBJT2ZRHG5MH25LELZMGAUJC

[one-time password *

{5 : Google Authenticator
Microsoft Authenticator
Cancel
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One-time password *
754280

SMSTRMULI>FA LINRAT—RZANL. “Register’RF>&IoUv D,
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App for one-time password

Use an authenticator app installed on a mobile device or PC to generate a one-time password.

Add

JONAH ASHER ONE-TIME PASSWORD E

CHEOFIEFITUN, SXAFAICEREINIEHIHER,

1D LDEREE7 IV 2SRRI D5 EERIEETY .

WIPO | HAGUE

The International
Design System

WIPO FOR OFFICIAL USE ONLLY



(2) 92594 LI\RT—KRFPIVU

Authentication method selection

Select @App for one-time password
authentication Digital certificate

method Push notification

Text message (SMS) with one-time password

“App for one-time password” ZERULTOI1 >,
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11:00 T E

Q Search {(:D\}

£ CRBQEETTVEME. RESNZT> A
WIPO Test token is: A} \OZU— Filjjo

505 061

Your token expires in (20
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Text message (SMS) with one-time password

Register your mobile phone number to receive a one-time password. Alternatively a landline number may be registered.

. Add )

“add”"IRF > 2P Uy I UTEEICED.
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(3) TFAMAYE—S (SMS) DA LINRT—R

Enter your mobile phone number below to register your mobile phone for your WIPO account. Learn more

Please try again if you have still not received an SMS after a few minutes.

Mobile phone number *

Please enter the full international number, prefixed with '+' (e.g. +15031234567 for the United States)

Cancel @

CBBEDEFEEDBESZANL,. “Send” hF>=2PUvD,
[+] [CHRCTEESHSAN, #Hl: +8109012345678
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(3) TFAMAYE—S (SMS) DA LINRT—R

A one-time password has been sent to your mobile phone number and must be entered below to complete the registration of your mobile phone with your WIPO account.

Mobile phone number
+41792842251

One-time password *

Cancel .’

SMSTRMMUIED AL LINAT—R%Z, “One-time password”i®ICADL. “Register”’7i
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(3) TFAMAYE—S (SMS) DA LINRT—R

Text message (SMS) with one-time password

Register your mobile phone number to receive a one-time password. Alternatively a landline number may be registered.

Mobile phone number +1234567890 E

CHEOERBESH S AT AlCERESNIZH\HER
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(3) TFAMAYE—S (SMS) DA LINRT—R

Authentication method selection

Select App for one-time password
authentication Digital certificate
method

Push notification
@T ext message (SMS) with one-time password

{”Text message (SMS) with one-time password” Z#ERULTOJ A1 >, }
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(3) TFAMAYE—S (SMS) DA LINRT—R

SMS one-time password

SMS one-time cccccs
password

Login with strong authentication

SMSTEMUED AL LINRDT—RZANDUT. “Login with strong
authentication” RF>%&OUwv 2,
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Contact Hague  (3R:E)

https://www3.wipo.int/contact/en/haque/ e 9
TEL +4122338 7575 (¥ 13— 7 H~% 9:00-18:00) oo 9

. —z‘ﬂQGDBFﬂfi\’é :
WIPOHARSEF5Fh

https://www3.wipo.int/contact/ja/area.jsp?area=wjo
TEL 03-5532-5030 (B~ 10:00-17:00)

BTt —4i%#E [ALL YOU NEED TO KNOW ABOUT THE MULTI-FACTOR AUTHENTICATION

/S MFAICDWTHID THELARELTDOZ & (k55
https://c.connectedviews.com/01/SitePlayer/WIPOwebinars/?session=119566
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https://www.wipo.int/export/sites/www/pct/ja/epct/pdf/epct getting started.pdf
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