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Ownership of
intellectual property
(IP) on virtual goods
and material, including
avatars, produced by
companies and users,
as well as the
enforcement of IP
rights in the event of
infringement.

Intellectual Property (IP) Issues
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Regulation in metaverse comes in several different
forms, each of which affects participants.

Regulation comes from different

sources:

1. The moral force of the
community

2. The imposed rule of the
provider

3.The laws of territorial states
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There are overlapping constraints
from multiple sources

The interaction between internal and
external perspectives and sources of
regulation constructs the experience
of participating users, who are
subject to all these forces
simultaneously.
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CONTRACTUAL TERMS OF SERVICE
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Presenter Notes
Presentation Notes
First, providers are expected to act in accordance with the terms of service since these contractual documents ought to be enforceable against providers and not merely for the benefit of providers. 
This leads to some serious problems, particularly as most terms of service are drafted in a manner that greatly favors the interests of the provider. 
Most importantly, terms of service generally include clauses that reserve a wide discretion to the provider. 
In metaverse world where the value of the rule of law against arbitrary power is significant, clauses that allow absolute discretion should be regarded suspiciously.



BACKGROUND

Current form of metaverse

In order to draw paying users, worlds
provide different experiences; some
worlds are role-playing games, some are
devoted to fantasy combat, some
attempt to simulate the real world, and
some appeal to children. These worlds
have one common denominator: most
have some form of virtual money or
other trading currency used to acquire
virtual "stuff’ such as services or
information
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Current form of metaverse

Many worlds also allow avatars to
obtain virtual property and to
transfer that property to others.
Several also incorporate varying
levels of social status, especially
worlds that involve combat with
computer-controlled enemies; the
more enemies killed, the higher
the "level” an avatar might achieve
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WHY METAVERSE REQUIRES THE RULE OF LAW?

a) Regulations Through Moral Force of Metaverse
Community In Conflict Resolution.

b) Regulations By the Imposed Rule of the Service
Provider

c) Regulations By Laws of the Territorial States
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WHY METAVERSE REQUIRES THE RULE OF LAW?

a) Regulations Through Moral Force of Metaverse Community In
Conflict Resolution.

Conflicts in a Metaverse world may arise when two participants have
agreed on a contract, and one of them fails to perform.
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Presenter Notes
Presentation Notes
For example, in Animal Crossing, participants may buy objects from each other, like buying pets. These merchants are designers of an informational good—a stream of bits that, when rendered through a graphics engine, instantiates a cute little pet in the virtual world. Buyers contract with these merchants and pay them the virtual currency. If a seller agrees to sell a virtual dress and collects the money, but then fails to deliver the informational good—that is, fails to transfer control over the pets to the buyer—the seller may be in breach of contract and soon embroiled in a conflict with the transaction partner. In virtual worlds that permit their participants to freely trade in virtual objects, commercial transactions between participants are commonplace and, unfortunately, so are conflicts arising from contractual obligations.
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WHY METAVERSE REQUIRES THE RULE OF LAW?

a) Regulations Through Moral Force of Metaverse Community In
Conflict Resolution.



Presenter Notes
Presentation Notes
In addition, conflicts may arise between individuals over aspects of communication, because, as Jack Balkin has explained, most if not all activity in Metaverse worlds begins “as a form of speech.” Through their online actions and speech, participants may commit “some form of communications tort,” like defamation, fraud or misrepresentation, each of which can lead to serious conflicts with other participants in virtual worlds. 
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WHY METAVERSE REQUIRES THE RULE OF LAW?

a) Regulations Through Moral Force of Metaverse Community In
Conflict Resolution.



Presenter Notes
Presentation Notes
Finally, in addition to conflicts between participants—
ex contractus or ex delicto—conflicts can arise between the society itself and an individual, when participants in Metaverse worlds violate what we call criminal statutes in the real world—i.e., the societal rules of accepted and prohibited behavior. 
For example, a participant, by manipulating the code, could hijack another participant’s avatar and keep the avatar locked up for a ransom. 
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WHY METAVERSE REQUIRES THE RULE OF LAW?

b) Regulations By the Imposed Rule of the Service Provider
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Presenter Notes
Presentation Notes
All of these issues arising in online platforms in the Metaverse– are supposedly regulated and dealt with at online platform level under the End User License Agreement (EULA). Such agreements require the consent of user of each online platform – irrespective of gaming or otherwise – before full access to the platform is granted. 
EULAs are imposed without negotiation or flexibility, and are widely recognised as being contracts of adhesion, compounding the situation in respect of gaps in the regulatory paradigm. Service providers possess both building blocks of a functioning governance system—rule setting and rule enforcement. 
By changing the software code, providers can set rules and thereby constrain behavior in their worlds. 
For example, to keep participants in a Metaverse world from moving instantaneously from one part of the world to another (a feature often called “teleporting”), providers only have to modify the software that implements teleporting. 
As software code can only limit and not eliminate conflict, service providers must apply more old-fashioned governance mechanisms to deal with conflicts that cannot be constrained through modifications to the underlying code: codifying social norms into written rules and providing effective enforcement of these rules. 
When participants in Metaverse enter into a contract with providers to register for the service—EULA or the terms of service— they agree to be bound by the rules and regulations in that contract. Providers thus have a mechanism to set the rules they deem necessary
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WHY METAVERSE REQUIRES THE RULE OF
LAW?

c. Regulations By Laws of the Territorial States



Presenter Notes
Presentation Notes
Territorial states of the real-world regulators may attempt to limit these regulatory dynamics through real-world inter-jurisdictional coordination. 
Three distinct regulatory options are available to them: generally harmonizing laws regulating Metaverse world across jurisdictions, constraining users’ ability to switch providers, or prohibiting users from switching to providers domiciled outside their real-world jurisdiction. Dutch case law provides a real case example of a human act made possible by computer simulation that has been brought under the scope of criminal law (Strikwerda 2014). In 2009, Dutch judges have convicted several minors of theft, because they had stolen virtual property in the virtual worlds of online multiplayer computer games. Three minors were convicted of theft for the stealing of virtual furniture in the virtual world of the online multiplayer computer game Habbo. Habbo is a metaverse and consists of a virtual hotel where players have their own room. They can buy virtual furniture for their rooms with 'credits', which have to be obtained with real, non-virtual money. By means of deceit (phishing) the perpetrators obtained the usernames and passwords of other Habbo players, so that they could access the other players' accounts and transfer their virtual furniture to their own Habbo accounts. Another example of a putative virtual cybercrime is the murder on an avatar. Several media have reported that a 43-yearold Japanese woman hacked into the account of the person behind the avatar her own avatar was married to within the virtual world of the online multiplayer computer game MapleStory and deleted her virtual husband, because it had suddenly divorced her avatar. When the person found out, he called the police. The police investigated the case and even arrested the woman at her home, but she was never formally charged (Gibbons, 2008)





Rationale of the Rule of Law in the Metaverse

Clear Rules
Changing Rules

Inconsistent Application and Discretionary Enforcement
Right to Privacy

UN Guiding Principles for Business and Human Rights
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RECOMMENDATIONS

Consent may be the single most important aspect of
legitimacy in the governance of Metaverse
communities.

Cyberlaw theory suggests that the main benefit of the
autonomy of Metaverse communities is the ability of
participants to come together in spaces whose norms
differ from those of other communities
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Presenter Notes
Presentation Notes
It is important to revisit the adequacy of legal governance frameworks for the protection of human rights in the metaverse world. We should consider a more comprehensive legal framework through corporate responsibility to respect and protect rights of participants in the metaverse world. 
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RECOMMENDATIONS

It is important to revisit the adequacy of legal
governance frameworks for the protection of human
rights in the metaverse world.

We should consider a more comprehensive legal
framework through corporate responsibility to respect
and protect rights of participants in the metaverse
world.
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