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EXECUTIVE SUMMARY

1.  Theimplementation of efficient and effective risk management benefits organizations by
helping them achieve operational and strategic objectives, and increase value and
sustainability. The Internal Oversight Division (IOD) conducted an audit of Enterprise Risk
Management (ERM) at the World Intellectual Property Organization (WIPO) to among others
assess governance and design efficiency and operational effectiveness of risk management
controls and practices, and the level of risk maturity of the Organization.

2. As part of the audit procedures, IOD administered an intermnal survey to selected staff
members including, Sector Leads and their Alternates, Directors, Heads and other relevant staff
members. 10D also conducted an external benchmarking exercise with the United Nations (UN)
System and other International Organizations that make up the United Nations Representatives
of Internal Audit Services (UNRIAS) group, to assess the evolution of risk management and
capture insights and best practices that can further enhance the WIPO Risk Management
framework and practices.

3. The auditincluding the survey results found that WIPO ERM framework conforms to best
practices, and the governance setup generally operates effectively and efficiently. Further,
WIPO ERM framework and practices ranked high when benchmarked with other Organizations.

4. The WIPO ERM processes are well established and positively evolving. The Central Risk
Team within the Office of the Controller, while limited in resources, has implemented measures
and taken consistent actions to supportthe continued integration of risk managementat WIPO.
The update of WIPO Risk Management and Internal Controls Manual may help further
operationalize current risk management processes. Further, WIPO needs to raise staff
awareness about its Risk Appetite Statement to increase integration and understanding of the
Organization’s risk strategy.

5. 10D recognizes the advanced state of WIPO concerning the implementation of tools to
support risk management. However, feedback received from some stakeholders highlights
issues on user-friendliness of the system. Considering user feedbackin developing
enhancements for the tool, supported by a fit-for-purpose training program would benefit the
Organization’s risk management. 10D also welcomes the initiative of the Office of the Controller
to implement a system of self-assessment of its risk management maturity level. The result of
the latest self-assessment are coherent with the observations and conclusions made in this
audit.

6. The Risk Culture, while being intangible, is a key foundational element of risk
management. Similar to the Office of the Controller, IOD highlights the need to further enhance
the risk culture of WIPO. For instance, IOD draws attention to untapped opportunities that the
Organization could benefit from, by expanding and enhancing the mandate and use of Sector
Risk Coordinators (SRCs) as key enablers for enhancing the risk culture and raising risk
awareness across the Organization. One such opportunity is the establishment of a community
of practice by introducing rotation for the role of SRC, and increased interactions with other focal
points such as Financial Closure and Results Based Management (RBM).

7. Further, IOD found that although the Terms of Reference advise that the SRC role be
included in the Performance Management and Staff Development System (PMSDS) of
designated staff members, this was not always the case, and Sector Leads need to take
corrective measures in that regard. In addition, participants to the intemal survey highlighted
the need to enhance culture and move away from the perception of risk managementas a
bureaucratic burden by increased regular interactions and conversations on risk.

8.  Finally, broadening the focus of Risk Management Group (RMG), including discussions on
identifying opportunities and not only risks, and enhancing Sector Leads’ knowledge of the
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discussions of the RMG, would strongly contribute towards both setting the tone on risk
management at the top, and enhancing the risk conversation across the Organization.

9. IOD makes four recommendations and nine points for consideration, covering areas such
as, visibility of accountability and risk management frameworks; application of the risk appetite
at operational levels; continued integration of risk management; visibility of key project risks;
and timeliness of risk information updates. The recommendations and points for consideration
made in this report will collectively contribute towards enhancing the operationalization of risk
management, and the maturity of the risk culture in WIPO.
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1. BACKGROUND

10. The implementation of efficient and effective risk management benefits organizations of
any type and size by helping them achieve operational and strategic objectives, and to increase
value and sustainability.

11. Risk management continuesto garner attention as the world becomes more
interconnected, and disruption accelerates across all industries. The adoption of documented
risk management as an organization-wide effort has already become a universal norm.

12. The Institute of Internal Auditors (llA) International Standards for the Professional Practice
of Internal Auditing require internal auditors to evaluate the effectiveness and contribute to the
improvement of risk management process’.

13. Furthermore, the UN Joint Inspection Unit (JIU) in its report “Enterprise Risk Management
(ERM): approaches and uses in United Nations system organizations”? suggests that “the
effectiveness of ERM processes, practices and policies needs to be reviewed on a periodic
basis to allow for adaptation and continuous improvement as external and intemal contexts
change. A periodic self-assessment is recommended to review progress over time towards
reaching an identified target ERM maturity stage. Itis also recommended that periodic and
independent assessments be made by auditors, individuals tasked with the oversight function or
other independent advisers on the effectiveness of the ERM policy and its associated
processes. Legislative/govemning bodies should review and consider the results of such
assessments.”3

14. The WIPO Accountability Framework* serves as an overarching framework document
setting the basis for the functioning of Risk Management and the System of Internal Controls at
WIPO. Figure A below depicts the placement of risk management within the WIPO
Accountability Framework.

Figure A: WIPO Accountability Framework
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15. The Figure B below summarizes the components of the WIPO Risk Management
Framework within the system of WIPO Main Assurance Frameworks and Processes.

Figure B: Components of WIPO Risk Management Framework within the system of WIPO
Main Assurance Frameworks and Processes
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16. WIPO Risk Management Framework is guided by the risk appetite noted by Member
States in the WIPO Risk Appetite Statement5 initially issued in 2014, and subsequently updated
in 2019.

17. The WIPO Risk Management Policy® sets out WIPO’s approach to managing risks and
internal controls in a consistent and business-oriented mannerin order to support the
achievement of its strategic goals and expected results. As a complementary document to the
Risk Management Policy, the Risk and Internal Control Management Manual covers the day-to-
day operational details of managing risks and controls at WIPO.

18. Information Security Risk Management and Safety and Security Risk Management, being
a part of WIPO ERM, are operated by the Security and Information Assurance Division.

19. Information Security (IS) Risk Management is an element of WIPO Information Security
Governance and relates to identification, assessment, remediation and monitoring of risks
related to Information Security. IS Risk Management is aligned with ISO/IEC 270017, and is
supported by internal guidance such as IS Management System manual, IS Risk Management
user guide and IS Risk Management video. 10D conducted an audit of cybersecurity in 2021,
which among others, provided comments on the IS Strategy.

20. The Safety and Security Coordination Service provides professional Security Risk
Management services to enable secure, safe andresilient delivery of WIPO’s mandate.
Currently the Safety and Security Coordination Service operates under regulations of WIPO
Security Management Systems8, which will be replaced by WIPO Safety and Security
Framework (in preparation). The WIPO Security Management System is operationalized

5 WO/PBC/29/5

6 Ol 41/2017

7 Aninternational standard on how to manage information security
8 1C/23/2009
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through Safety and Security Policies and Guidance. In addition, WIPO is part of the UN
Security Management System and seeks to align with its policies and procedures. As part of
Business continuity and managing related risks, WIPO has established a Crisis Management
Team (CMT), and Business Continuity Plans describing what needs to be done to ensure the
continuity of critical business and support functions following a disruptive incident (including
security incidents).

21. A Business Continuity Coordinator is responsible for supporting business continuity
efforts. Beyond crisis management, the CMT also considers post-incident “lessonslearned”, to
identify evolving gaps and requirements for the continuous strengthening of the Organization's
resilience. IOD conducted a Review of WIPO Crisis Management during the Coronavirus
Disease 2019 Pandemic that included a more in-depth review of safety and security, business
continuity and disaster recovery processes and practices.

22. To avoid duplication, the scope of this engagement excludes an in-depth review of
Physical and Information Security and Business Continuity.

23. Finally, systems and tools putin place to support risk management at WIPO include the
WIPO ERM system (Acuity STREAM™) as a repository of the entity’s risks and risk responses,
the Oracle™ Business Intelligence System for data visualization, and MetricStream™ as its IS
Governance, Risk and Compliance platform.

2. ENGAGEMENT OBJECTIVES

24. The objectives of this audit were to assess:
(a) The adequacy of governance surrounding ERM at WIPO,;

(b) The WIPO ERM processes in terms of their design efficiency and operational
effectiveness;

(c) Whether the systems and tools to support the WIPO ERM are fit-for-purpose; and

(d) The evolution of the risk management culture/maturity and capacities at WIPO.

3. SCOPE AND METHODOLOGY

25. The engagement scope covered the risk managementprocess at WIPO taking into
consideration previous audits conducted on related topics.

26. The methodology included interviews with stakeholders, analyses and review of relevant
supporting documentation, walkthroughs, benchmarking with best practices and sample testing
as applicable, with a view to:

(a) Assessthe adequacy, efficiency and effectiveness of governance and the WIPO risk
management process;

(b) Examine policies, procedures and control activities that will be operational during the
performance of audit procedures;

(c) Assess whether the systems and tools to support the ERM are fit-for-purpose and
whether the staff involved in the process know their roles and responsibilities and are
receiving sufficient training and guidance to perform their duties concerning risk
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management. This also include assessing the Organization’s ability to capture all
significant risks on timely basis, and develop effective and efficient responses; and

(d) Verify whether measures have been taken to enhance the risk management culture,
maturity, and knowledge of WIPO staff members.

27. Further, IOD carried-out two surveys:

(a) Aninternal survey of relevant WIPO staff members involved in taking the lead in risk
management processes in their respective areas, to get insights and perceptions on Risk
Management governance, maturity, culture, processes andtools; and

(b) External benchmarking with UN System and other International Organizations, to
enable IOD to assess the evolution of risk management and capture insights and best
practices that can further enhance the WIPO Risk Management framework and practices.

28. Among other benchmarks for assessing the WIPO ERM, 10D used The High Level
Committee on Management (HLCM) Risk Management Task Force’s Reference Maturity Model
(RMM), and the JIU’s nine benchmarks for measuring the maturity of the risk management
published in the 2020 Report “Enterprise risk management: approachesand uses in United
Nations system organizations” (JJU/REP/2020/5).

29. The Audit Engagement was performed in accordance with the International Standards for
the Professional Practice of Internal Auditing (the Standards) issued by the lIA.

4. ENGAGEMENT RESULTS — OUTCOME(S)

30. The objectives and outcomes of the Audit engagement are summarized below.

S/In Objective(s) Outcome(s)

(a) Toassesstheadequacy = 1OD has checked the design and completeness of the

of governance WIPO ERM framework. The governance setup was
surrounding ERM at assessed against operating effectiveness and efficiency.
WIPO. One recommendation was made on raising awareness

about the Risk Appetite Statement and one
recommendation on inclusion of relevant objectives of
Sector Risk Coordinators in the PMSDS.

(b) | To assess the WIPO * |OD has assessed the design and operating
ERM processes in terms effectiveness of processes such as risk identification and
of their design efficiency assessment; development of risk responses;
and operational monitoring and follow-up; preparation of the Statement
effectiveness. of Internal Control; and ERM integration with results

based planning.

= |OD draws attention to the need to ensure that the
quality of risks and controls formulation continue to be
enhanced through among others, training, and continued
awareness raising across the Organization.

(c) Toassess, whetherthe = 10D recognizes the advanced state of WIPO with

systems and tools to regards to the implementation of tools to support risk
support the WIPO ERM management. However, feedback received from some
are fit-for-purpose. stakeholders highlights issues on user-friendliness of the

system. Considering user feedback in developing
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(d) | To assess the evolution
of the risk management
culture/maturity and
capacities at WIPO.

Risk Capabilities:

enhancements and trainings would benefit the
Organization’s risk management.

Risk Culture:

IOD has assessed areas such as risk awareness;
availability of risk information and data analytics. The
maturity in this area is assessed as “Established’
moving towards “Advanced”, with planned initiatives of
the Office of the Controller, and subsequent
implementation of IOD recommendation on developing
fit-for-purpose capacity building, and enhancing the
community of practice of risk management in WIPO.

Similar to the Office of the Controller, IOD highlights the
need to further enhance the risk culture of WIPO
towards “advanced”. Thisis also corroborated through
the survey results. Recommendations made in this
report collectively support the enhancement of the risk
culture of WIPO.

5. ENGAGEMENT RESULTS - POSITIVE DEVELOPMENTS

31. 10D notes some positive developments identified during the engagement.

Area

ERM Framework and
Governance

ERM main processes and their
integration

Risk Capabilities and Risk
Culture

Positive Development

WIPO has successfully established in place an ERM
framework, supported by adequate governance. The
completeness of the framework and efficient governance
model stand out when benchmarked against other UN
system Organizations.

IOD has been assigned observer status at the RMG

WIPO has established an effective identification
mechanisms guided through the Risk and Internal
Controls Manual.

Mitigation actions and controls have been identified to
address risks, and tests and validations provide valuable
assurance.

The Central Risk Team within the Office of the
Controller, while limited in resources, has implemented
measures and taken consistent actions to support the
continued integration of risk management at WIPO by
among others, embedding the risk management in the
first line through for instance the use of Sector Risk
Coordinators.

Interaction with Sector Leads and Senior Management
indicate growing focus on risk and opportunities and
increased discussions on risk taking at various levels of
management.

10
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ERM leadership = The Controller, supported by the Risk Assurance and
Internal Controls Specialist, co-chairs the UN-Wide
HLCM Risk Management Forum.

6. ENGAGEMENT RESULTS - OBSERVATIONS AND RECOMMENDATIONS

32. The following observations, points for consideration and recommendations present
opportunities to further reinforce the Risk Management Framework, processes and practices at
WIPO.

(A) 10D SURVEYS

(i) 1OD Survey on ERM at WIPO

33. As part of the audit procedures, IOD administered an intermal survey to selected staff
members including Sector Leads and their Alternates, Directors, Heads and otherrelevant staff
members. Around 170 staff members were invited to take the survey, of which 29 per cent
participated in the period from September 31 to October28. The survey aimed at getting
insights and perceptions on Risk Management govermnance, maturity, culture, processes and
tools. The full survey result can be found under Annex|l. Extracts fromthe survey are used
throughout the report.

Figure C: 10D Internal Survey Statistics

02 aad abowve (10%)
L ]
et

29%

Relevant Staff members
inwited to take the survey

of participants to the
survey

Source: 10D Internal survey data

(i) 1OD External Survey on ERM with United Nations Representatives of Internal
Audit Services (UNRIAS)

34. In order to assess the evolution of risk management and capture insights and best
practices that can further enhance the WIPO Risk Management framework and practices, IOD
conducted an external benchmarking exercise between October 8 and 25, 2021, with UN
System and other International Organizations that make up the UNRIAS group. The surveywas
distributed to 59 organizations with 51 per cent response rate.

35. The result of the survey can be found under Annex il of this report, with extracts from the
survey used in relevant parts of the report.

11



World Intellectual Property Organization
IA 2021-01

(B) ERM FRAMEWORK AND POLICY

36. The Figure below summarizes the results of the assessment of the ERM Framework and
Policy.

Figure D:_ERM Framework and Policy — Assessment Summary

Initial
Developing
Established
Advanced
Leading

Elements Recommen- Points to
Assessed dations Consider ,

Source: Gap Analysis Details (Annex XIV)

(i) ERM Framework

37. 10D assessed the staff awareness of ERM framework and obtained perceptions regarding
the usefulness and applicability of WIPO ERM in day-to-day operations. Further, IOD has
analyzed the components of WIPO ERM Framework and Policy, gathered internal feedback and
compared the completeness of ERM Framework elements against external organizations.

s IOD Internal Survey
1 Fifty-one per cent of respondents? indicated that they were aware of WIPO's
accountability and risk management frameworks, against 47 per cent who were
somewhat aware.

This is further supported by the 37 per cent of respondents? who indicated not
knowing where to find relevant risk management and intemal controls
documentation on the intranet. However, 63 per cent indicate that they know where
to find this information.

Finally, 24 per cent respondents’’ found the risk management and intemal control
documentation useful in their day-to-day management or risk, 37 per cent somewhat
agreed, 18 per cent somewhat disagreed and another 18 per cent disagreed.

38. Feedback suggests that there are opportunities to increase the visibility of Accountability
and Risk Management Frameworks. While more respondents tend to agree with the usefulness
of the risk management and internal controls documentation, there is a room for improvement
and better alignment with daily operational decision-making.

39. 10D compared the composition of the Risk Management Framework of 30 organizations
in its external ERM Survey, and concluded that the WIPO Risk Management Framework was
among the most complete in terms of guidance at strategic and operational level.

« |OD External ERM Survey
The survey results indicated that the majority of organizations had set up a Risk
Management Framework, but with varied contents. For instance while 87 per cent
indicated that their Risk Management Framework includes a risk management policy??,

9 Annex I, Question 1

0 Annex I, Question 2
" Annex I, Question 3
2 Annex I, Question 2
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and 57 per cent had a risk manual, only 40 per cent had an internal control manual, 43
per cent an accountability framework, and 33 per cent had a risk appetite statement.

40. Frameworkalignmentwith the Strategy. Once strategy is set, the Risk Management
Framework should ensure an effective way for management to fulfill its role, knowing that the
organization is attuned to risks that can impact strategy and is managing them well.

« IOD Internal Survey
1 Thirty-one per centof respondents?s believe that WIPO's Risk Management
Framework is fit-for-purmose and aligned with the strategy and the Results Based
Management framework, while 39 per cent somewhat agreed, 16 per cent somewhat
disagreed, and 6 per cent disagreed.

Likewise, on whether the risk management system satisfies current requirements, 28
per cent of respondents’™ agreed, 38 per cent somewhat agreed, 13 per cent
somewhat disagreed, and 13 per cent disagreed.

41. Some reasons and relevant comments made include:

I0OD Internal Survey mentions:
I = “Needto first understandthe framework’.

= “The alignment should probably be reconsidered in view of the new MTSP (Mid-
Term Strategic Plan)’.

= “The aspects of the framework requiring identification of risk and appropriate
mitigation measures are good”.

= “The systems for managing and reviewing the identified risks are an administrative
burden that do not assist the process”.

=  “This framework has evolved much over time in listing risks, with many ups and
down in quantity depending on who was doing it. It gives sometimes the impression
that we reinvent the wheel each year’.

=  “It'snot bad in itself, but | see the risk that the strategy and results based
management become too heavily driven by the risk management framework, at the
detriment of anything else”.

= “The overall use and impact of the framework is unclear. Sometimes it feels like
tools that don't really have meaning or impact.”

42. WIPO’s MTSP 2022-2026 and specifically WIPO Program of Work and Budget for
2022/23 bring on board some structural changes and newterminology. For example, the new
Results Framework Chart for the 2022/2023 biennium is framed along the Four Strategic Pillars,
Foundation and 16 Expected Results articulated in the MTSP; starting from 2022 work program
structure has been streamlined from the current 31 Programs to correspond to the nine Sectors
responsible for the implementation of the Program of Work; such terms as “Programs”,
“Program Managers” and “Senior Management Team” have been replaced by “Departments”,
“Sector Leads” and “Sector Lead Teams” respectively.

43. However, the current Risk Management Framework documentation reflects the setup and
terminology of MTSP 2015-2021. With a new WIPO Program of Work and Budget coming into

3 Annex I, Question 4
4 Annex I, Question 22
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force in 2022, the Risk Management Framework documentation would need to be aligned with
the new Strategy House and related terminology.

« IOD External ERM Survey
l Twenty-nine per cent of respondents were of the view that their Risk Management
Framework and practices were aligned with the Strategy/Program & Budget objectives/
Work Plans'5, 36 per centrespondedthat they were somewhat aligned, and 25 per
cent indicated that alignment was work in progress.

Point for Consideration

1. There are opportunities to increase the visibility of Accountability and Risk
Management frameworks. While more stakeholders tend to agree with the usefulness
of the risk management and internal controls documentation, there is a room for
improvement and better alignment with operational daily decision-making.

(i)  WIPO Risk Appetite

44. The Risk Appetite Statement is critical in determining the level of risk that an organization
is prepared to acceptin pursuit of its objectives. The statement is fed by the vision, and in turn
informs the strategy and its operationalization. The Committee of Sponsoring Organizations of
the Treadway Commission (COSO) states that “The risk appetite is a critical link between
forming strategy and realizing performance” 6.

45. The WIPO risk appetite statement, issued in 2014 and last updated in 2019, is a broad
description of the amount and types of risk the Organization is willing to accept to achieve its
objectives. This helps management make informed risk-based decisions while understating risk
exposure.

« 10D Internal Survey
1 while 29 per cent of respondents’” indicated that they understood and knew how to
apply the risk appetite in their decision-making processes, 37 per cent somewhat
understood, and 29 per cent were not sure and indicated the need for further
guidance.

46. Relevant concerns raisedin the feedback from discussions and survey respondents,
suggest that lack of understanding is linked to the low awareness of these guidelines, and the
academic nature of the available documentation.

10D Internal Survey mentions:
I = “The problemis that awareness of these guidelines is low, so explaining it to
colleagues would be time consuming.”

= “It seems academic rather than linked to real operational risks”

47. While respondents and personsinterviewed indicated thatrisk needed to be further
integrated into everyday decision-making, they also pointed outthat opportunities needed to be
regarded with the same seriousness as threats. A number of stakeholders found the

5 Annex I, Question 20
16 Risk Appetite — Critical to Success, Committee of Sponsoring Organizations of the Treadw ay Commission.
7 Annex I, Question 3
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Organization to be too risk averse, and suggested that there was too much focus on impact
without “balancing likelihood” — WIPO needs to shift to “Risk aware”.

48. 10D benchmarked WIPO'’s Risk Appetite Statement (RAS) with guidance from among
others relevant organizations and standards making bodies (i.e. HLCM, COSO, Institute of Risk
Management, and Governance Finance Function (UK)). Figure E belowrepresentsa summary
of areas and topics covered in the analysis of the WIPO RAS.

Figure E: Summary of Benchmarks used in WIPO RAS analysis
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* - suggestions forenhancement developed by IOD. Refer to Annex IV.

49. Thereis still no unequivocal view on the best content and structure of the Risk Appetite
Statement. Compared with publicly available documents, I0D finds the WIPO RAS
comprehensive. IOD positively notes that WIPO is among the small group of organizations that
indicated to have formulated a Risk Management Statement, in the external survey.

s« lOD External ERM Survey
Only 33 per cent'8 of respondents have developed a Risk Appetite Statement.

50. Annex IV to the report contains a matrix summarizing IOD’s analysis and suggestions on
how WIPO RAS and its application can be furtherenhanced during its next update. Some
potential enhancements are listed below:

(a) Adding clearer links to WIPO Strategy House in order to demonstrate the alignment
with WIPO Strategic Pillars, Expected Results and associated Risks;

(b) Highlighting the importance of risk taking and exploiting opportunities; and

(c) Explaining the application of the Risk Appetite at operational levels and explaining
the modalities of risk escalation process, including howto measure impact at the level of
Sector / Department and Unit.

51. The work on the WIPO new RAS is underway and a draft RAS has been circulated.
Comments and observations from IOD have been taken into account in developing the new
Statement.

52. Going forward, communication and staff awareness about the RAS need to be enhanced.
Further guidance and information on cascading the Risk Appetite down the hierarchy should be

8 Annex ll, question 2
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included in the WIPO Risk and Control Manual, to serve both as, a means to understand how
the ‘top-down’ desired risk profile can be compared with the ‘bottom-up’ reality, and a useful tool
in a day-to-day decision making process at all levels of the Organization.

Recommendation

1. The Office of the Controller in collaboration with the Risk Management Group and
Sector Risk Coordinators should raise staff awareness about the WIPO Risk Appetite
Statement.

(Priority: Medium)

Point for Consideration

2. WIPO would benefit from:
(a) Highlighting the importance of risk taking and exploiting opportunities in the RAS;

(b) Explaining in the Risk and Internal Controls Manual, the application of the Risk
Appetite at operational levels and describing the modalities of risk escalation process,
including howto measure impact at the level of Sector/Department/Division/Section
and Unit, will help operationalizing the RAS.

(iil) ERM Framework Self-assessment and Improvement mechanisms

53. WIPO has implemented a system of self-assessment of its Risk Management Maturity
level. The modelis based on the HLCM Risk Management Task Force’s Reference Maturity
Model (RMM) ' as well as the JIU benchmarks2°. The Task Force is co-led by WIPO and the
World Food Programme and reports to the HLCM.

54. The last self-assessment was performed in 2020 by the Office of the Controller. Figure
F below shows the self-assessed and target Risk Management Maturity levels.

% HLCM Risk Management Task Force’s Reference Maturity Model (RMM) provides a tool for management
improvement initiatives in risk management, through a self-assessment of maturity against six dimensions.
2 JU in its 2020 Report “Enterprise risk management: approaches and uses in United Nations system
organizations” (JIU/REP/2020/5) has developed nine benchmarks for measuring the maturity of the Risk
Management.
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Figure F: Self-assessed and Target Risk Management Maturity at WIPO

Figure 8 - RMM levels and target

Reference Maturity Model
for Risk Management

INITIAL
Unstructured, managed informally/ inconsistently,

ad hoc, reactive.
LEVEL 1

DEVELOPING
Structured implementation, basic architecture,
‘some reporting and repeatable management
processes.
LEVEL 2
ESTABLISHED

Defined/documented and standardised processes,
good organisational coverage, some evidence of
use and embedding. Regular reporting and
escalation, information used in operational

decision making. LEVEL 3

The longer term target
maturity is currently set at
Advanced across aII|
dimensions (Figure 8),
progress has been made
towards this goal in 2020,
for dimensions 5 and 6.
The goal would be to move
Risk Capabilities to
Advanced in 2021 and Risk
Culture, taking longer to
embed change, would be
targeted for Advanced in the
next biennium.

ADVANCED

Well structured, strong evidence of embedding.
Standardised reporting and thresholds for
escalation and management action. Information
used in strategic decision making. LEVEL 4

1. ERM Framework and Policy
2_Govemance and Organizational Structure
3. Process and Integration
4_ Systems and Tools

Target for all dimensions

LEADING

Fully embedded risk management processes;
escalation mechanisms well understood and used
at all levels of the organisation.
Innovative/creative approach delivers continuous
improvement and can adapt as the organisation

changes.
LEVEL 5

Source: WIPO Annual Risk Management Report 2020

55. WIPQO’s longer-term target maturity is currently set at “Advanced” across all
dimensions. According to the WIPO Annual Risk Management Report for 2020, the goal
would be to move Risk Capabilities to “Advanced” in 2021, while Risk Culture, would be
targeted for “Advanced” in the next biennium.

56. 10D collected internal feedback on current Risk Management Maturity at WIPO.
Drawing from the HLCM RMM, the survey questioned participants on their perception of the
Risk Management Maturity level of their Sector/Division, and that of the Organizationas a
whole. Note however, that the dimensions were not provided, and IOD only sought a general
perception of participants. The levels for assessment were as follows:

(a) Beginner (unstructured and ad hoc);
(b) Indevelopment (structured, some system, monitoring and reporting in place);

(c) Established (defined framework, evidence of embedding, and information used in
operational decision making);

(d) Advanced (well structured, strong evidence of embedding, monitoring, escalation,
use of information in strategic decision making); and

(e) Bestin class (fully embedded risk management, monitoring and escalation used at
all levels of the organization, innovative/creative approach and continuous improvement
as environment evolves).
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Figure G: Staff perceptions on Risk Management Maturity at Se ctor/Division versus at
Organization Level
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57. A comparison of results shows that respondents in two categories rated their
Sector/Division at least at the same level as the Organization — Beginner and Established.
More respondents found that their Sector/Divisions were more advanced than the
Organization. By contrast, more respondents rated WIPO at “In development” compared to
their Sector/Division.

58. There is consensus among respondents about the “Established” maturity of
Sector/Division and the Organization with 45 per cent rating for both. While two and a half
per cent of respondents set the Organization as “Best in Class”, respondents found that their
Sector/Divisions were more “Advanced” than the Organization.

59. While acknowledging the limitations and perceptive/subjective nature of this exercise,
this does indicate that more work is needed to better communicate and build on the risk
culture in the Organization. Recognizing that risk management is “the responsibility of
everyone”; however, the onus is on leadership to set the tone and middle management to
push that tone further down the line, with a view to enhancing the common understanding of
how the organization addresses threats and opportunities, while building a collective risk
conscious culture.

60. 10D welcomes the initiative of the Office of the Controller to implement the system of
self-assessment of its Risk Management Maturity. Regular self-assessments will make a
notable contribution to raising the quality and maturity of risk management at WIPO.

(C) RISK MANAGEMENT GOVERNANCE AND ORGANIZATIONAL STRUCTURE

61. The Figure below summarizes the results of the assessment of the Governance and
Organizational structure.

Figure H:_Governance and Organizational structure — Assessment Summary

Initial
Developing
Established
Advanced

i

Elements Recommen- Points to
Assessed dations Consider '

Source: Gap Analysis Details (Annex XIV)
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(i) Risk Management Governance System

62. The Risk Management Governance defines the way in which an organization undertakes
risk management by providing rules, procedures, and guidance for sound and informed
decision-making, and effective allocation of resources. A successful Risk Governanceis
therefore contingent on how effectively the Board (or similar body) and Management are able to
work together in managing risks while achieving goals. Central to this is the Enterprise Risk
Management (ERM) framework, which articulates and codifies how an organization approaches
and manages risks. The Figure | below depicts the Risk Management Governance setup at
WIPO.

Figure I: Elements of Risk Management Governance at WIPO

Director General
Risk Management Group

Office of the Controller Security and Information Assurance

Risk Assurance and Internal Division
Controls Specialist Information Risk Officer
10D

Sector Risk Sector Leads / Senior PrOJect Managers
Coordinators Management
Staff Members / Stakeholders

Source: Compiled by IOD

63. While Risk Management is a shared responsibility of every staff member in the
Organization, the ultimate accountability for risk management lies with Senior leadership.

64. The RMG was established in 2014 to promote a culture of responsible and effective
financial and risk management in WIPO. The RMG reviews and monitors WIPQO’s financial
situation and the key risks to the achievement of the Organization’s expected results. It
approves the risk strategy and proposes a suitable Organizational risk appetite for approval by
Member States. Further, the RMG reviews and confirms key risks at the organizational level.
Finally, the RMG endorses the assessment of, and response to all risks within the red zone of
the corporate risk scale chart (Annex VIl). The Terms of Reference and composition of the
RMG is set out by the Director General in an Office Instruction?'.

65. Among the positive feedback collected on the functioning of the RMG, there are potential
areas of enhancement such as the needs to better communicate to and involve Senior
leadership that are not members of the RMG. Closer involvementand sharing of information
would contribute to enhance the risk management process and enrich the RMG discussions
and outcomes. Solutions may include for instance, cascading the RMG communication down
through for management briefing, or inviting senior leadership to RMG on a rotational basis.

66. Further it was noted that the RMG discussions have strong emphasis on revenue related
risks, whereas there are opportunities to further expand the topics covered.

67. Finally, the RMG meetings may include an additional agenda item on “Identifying
Opportunities”, which would focus on opportunities to exploit risks that could generate positive
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outcomes that would demonstrate the shift towards for calculated risks taking and set the tone
fromthe top.

68. The Office of the Controller — Risk Management as a second line??, is placed under
the responsibility of the Office of the Controller, with the objective of providing compliance
and oversight in the form of frameworks, policies, tools, and techniques to support risk and
compliance management. The Office is responsible for the comprehensive risk reporting and
development of the Organization’s risk and intemal controls management strategy.
Specifically, the Risk Assurance and Internal Control Specialist is part of the Central Risk
Team within the Office of the Controller is responsible for among others?23:

(a) Coordinating the risk and control management processes of the Organization, as
well as the ongoing improvement and enhancement of the same;

(b) Escalating risk management and internal control issues to the RMG;

(c) Preparing the reporting for the same, and ensuring that organization-level risks are
adequately identified and recorded in the risk management system of the Organization;
and

(d) Assessing the design24 and the operating effectiveness25 of controls as recorded.

69. Additionally, there is an Information Risk Officer in the IS Section of the Security and
Information Assurance Division, reporting to the Chief Security Officer, and responsible for
coordinating Information Security related risks.

« IOD Internal Survey

1 Sixty-three per cent of respondents2¢ found the Office of the Controller responsive
and effective, 23 per cent somewhat agreed, against 8 per centwho somewhat
disagreed. Eight per cent never met a member of the central risk team of the Office
of the Controller.

70. Sector Risk Coordinators. The Office of the Controller has worked with Sectors to
identify SRCs. According to the Terms of Reference, SRCs support the Sector Leads by
facilitating an effective risk and internal control managementprocess. They help keep risks and
mitigation plans up to date in the ERM system. Further, SRCs coordinate with the
organizational unit heads in the Sector, and the central risk management function, located in the
Office of the Controller. SRCs also assist with risk escalation in line with the risk appetite,
analyzing risk events should they occur and reporting on risks and risk responses.

71. There are currently 15 SRCs spread among the nine Sectors, and the table below
summarizes the number of staff, risks, SRCs and their grades for each Sector.

2 The lIA’s Three Lines Model

23 0l 41/2017 WIPO Risk Management Policy

2 Whether controls are designed appropriately to mitigate the relevant risk(s)

25 \Whether controls operate effectively over a period of time so as to actually result in the mitigation of the relevant
risk(s))

% Annex I, Question 14
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Table 1: Sectoral Analysis of the number of WIPO staff, risks SRCs and their grades

Sector Total Total Number Grade

Number of Active of SRC
Employees?” Risks?®

Administration, Finance and Management 241 59 2 P2
Sector P5
Brands and Designs Sector 189 22 1 P4
Copyright and Creative Industries Sector 49 16 1 D1
Regional and National Development 97 51 1 D1
Sector
IP and Innovation Ecosystems Sector 112 15 1 P5
Infrastructure and Platforms Sector 67 10 1 P4
Global Challenges and Partnerships 49 25 1 P5
Sector
Patents and Technology Sector 376 18 2 D1
P4
Director ODG/Ethics/Ombudsperson 7 5
General Human Resources 48 13 2 P5
(32) Management De partment P3
Internal Oversight Division 13 8 1 P5
News and Media Division 9 4 1 D1
Diplomatic Engagement and 24 2 1 D1
Assemblies Affairs Division

Source: Compiled by IOD

72. Although the Terms of Reference indicate that the ideal profile foran SRC is that of a
senior professional, two SRCs of grades P2 and P3 may not fall in that category of
professionals. However, each staff was coupled with a senior member.

73. While IOD acknowledges that SRCs are not supposed to identify risks; however, the
Terms of Reference indicate thatthe SRC should have a good understanding of their Sector's
work, and the ability to challenge colleagues and support in analyzing risk events.

74. Some Sectors have complex areas and the current approach assumes that the SRCs
have sufficient knowledge of specialized areas of their respective Sectors to play theirrole as
outlined by the Terms of Reference and effectively facilitate the risk management process.
While other areas have one SRC, the basis for designating two SRCs in some areas is not
clear. Discussions with the Central Risk Team of the Office of the Controller indicate that
Sectors are free to designate two SRCs. The idea seems to have an SRC for administrative
tasks and another SRC for more substantive matters, while also providing back staffing.

75. However, it would be relevant going forward, that there be a more coherent approach for
designating SRCs, with regards to grade, experience, suitability, and tasks. Elements such as
size of Sectors, number of risks in register, risk maturity of the Sector, among others, should
drive the designation process. Further,and to enhance the risk culture, it could be relevantto
appropriately mix management and operational staff within the SRC community, and encourage
major Sectors to designate at least two staff members of varying experience to among others
illustrate the responsibilities at management and operational levels of risk management.

76. Although the Terms of Reference propose a text to be included in the evaluation
objectives in the PMSDS of designated SRCs, the review of 10 SRC staff's PMSDS showed
that in eight cases, no specific objective has been set regarding their responsibilities and tasks
as SRC. While acknowledging that the role of SRC is not a full time position, making SRCs

27 HRMD Business Intelligence Reports - includes regular staff, temporary staff, and non-staff
28 From Risk management Business Inteligence Reports - includes risk acceptance - accepted and not set
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accountable would increase commitment, which may in turn have positive effects on the overall
enhancement of risk management at WIPO.

77. Discussions with SRCs and the result of the external survey administered to the UNRIAS
showed that training of SRCs is a key enabler for enhancing the risk culture and raising the risk
awareness of the Organization. The SRCs with the support of the Central Risk Team of the
Office of the Controller can facilitate the communication flow among stakeholders and thus
influence the larger WIPO community, by creating a critical space for risk discussions and
encouraging constructive debates. For instance, interaction between the SRCs and RBM focal
points could support better alignmentand linkage between risk management, performance
management, and the results framework.

78. Going forward, identifying opportunities to better make use of SRCs would require a stock
take of the benefits and opportunities resulting from the current use of SRC, subsequently
followed by a review of the SRC mandate, role and responsibility. Further, the risk culture at
WIPO would also benefit fromimplementing a process whereby SRCs are changed every three-
four years, achieving both stability and rotation, to give the opportunity for other staff members
to take on the responsibility. This will also serve to ensure back staffing of SRCs, and
contribute to encourage and support an organic and sustained growth of the risk management
culture at WIPO.

« 10D Internal Survey
= Fifty-three percent of respondents?® found the SRC effective in their tasks,
against 8 per cent who did not find their SRC effective in providing useful advice,
support and coordination. Another 8 per cent did not knowtheir SRC.

= Thirty-five per cent of respondents® indicated that the SRC updated risks in the
system for their area, 13 per cent indicated thatthe Central Risk Team of the
Office of the Controller performed the updates, while 38 per cent indicated a
team member, and 48 per cent designated themselves. In more detail, 38 per
cent of respondents3’ update their risk register once a year, 30 per cent twice a
year, 13 per cent respectively do not update, and are unsure. Three percent
update respectively, three, four and at least five times a year.

79. Finally, while support from SRC and Risk Assurance and Internal Controls Specialist are
relevant, updating risks in the system on behalf of Sectors/Divisions is not aligned with the
description of their respective rolesin the WIPO Risk Management Policy. The current
perception that the systemis not user-friendly could partly explain reluctance to perform these
updates in the system.

(i) Risk Management Function - Comparison with other Organizations

80. The survey to UNRIAS Organizations indicate that 63 per cent of respondents have
established a Risk Management Function of some form?32, with 20 per cent indicating that there
was only one individual holding a risk related role. Thirteen percent had no function of any kind
(including no individual), and 3 per cent indicated that this was in progress.

81. The number of staff members varied between two and five, with some instances where
dedicated staff were between 10 and 20 in the Risk Management Function33. The most
common configurations had two or three staff members. Further, out of the 17 respondents that

2 Annex Il, Question 15
30 Annex Il, Question 23
31 Annex Il, Question 24
32 Annex Il Question 4
33 Annex Ill, Question 5
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provided clear information on reporting lines, reporting to the Director
Genera/President/Executive Director was the most common, with 47 per cent of instances.
Figure J below summarizes the reporting lines and structures of risk managementin 17
Organizations.

Figure J: Reportinglines and structures of risk management

Structure ) Section Reporting Lines
Team 11%

17% "

CFO,/CcO0/
Director/Senior Director

» .
]

Function ADG /VP/DDG/Chief of
Office 17% Staff/Executive Officer/
22% Other direct reports to
DG,ED, or President
President/Director
General/Executive 8
Vice Directorate Director
. / Division
Presidency Department 11%
6% 11% 0 2 4 6 8 10

Source: I0D External Survey on ERM

Recommendation

2. Sector Leads and relevant Managers should ensure thatthe PMSDS of designated
staff members include objectives related to their role as Sector Risk Coordinators.

(Priority: Medium)

Point for Consideration
3. Enhance Risk Management Framework by:

(a) Broadening the focus of RMG discussions and including other elements on the
WIPO risk map; including an additional agenda item on “ldentifying Opportunities”;

(b) Enhancing the Sector Leads’ knowledge of the discussions of the RMG through
for instance, inviting a Sector Lead to a RMG, or presenting the results of the RMG
meetings to Sector Leads on a regular basis;

(c) Developing a coherent and consistent approach for determining membership of
SRCs; and

(d) Establishing a fixed term (e.g. maximum five years) for SRCs, to enable different
staff members to take on the role, and contribute to a community of practice and the
growth of the risk management culture at WIPO.
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(D) PROCESS AND INTEGRATION

82. The Figure below summarizes the results of the assessment of the risk management
process and integration.

Figure K:_Risk Management Process and Integration — Assessment Summary

Elements Recommen- Points to Initial
Assessed dations Consider / Developing
Established

Advanced
Leading

Source: Gap Analysis Details (Annex XIV)

(i) Risk identification and assessment

83. Theriskidentification and assessment has to be performed by all WIPO staff at three
levels of risk hierarchy (Organizational / strategic risks, programrisks and projectlevel risks).
The aimis to identify the risk events and estimate the likelihood of their occurrence and impact
on expected results, if they were to take place.

84. WIPO had 243 organizational and program level risks recorded in the ERM Risk Register
as of December 8, 2021. Annex VI to the report provides more details on WIPO risk portfolio.

s« |OD External ERM Survey
1 When compared in UNRIAS group organizations, about one third** were notin a
position to determine the total number of risks they have. For the remaining
organizations the number of risks ranged from 9 to approximately 1.4 thousand, which
indicates a very different approach to the granularity of risks among organizations.

85. Projectlevel risks are not kept in one consolidated register at WIPO as they are recorded
in respective Risk Registers of individual projects. Therefore, WIPO has no data on the total
number of risks at project level.

86. Risk Identification. The risk identification techniques at WIPO among others include
brainstorming sessions by subject matter experts, analysis of corporate risk event
categorization, analysis of audit information, inputs from risks identified in investigations, events
and incidents.

87. One key component of an effective risk and management system and processes, is an
ability to adapt to the evolving environment and needs of the Organization and to effectively
identify emerging risks.

34 Annex Il Question 15
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A T

10D Internal Survey

While 50 per cent of respondents to IOD Internal survey3® somewhat agreed that the
current risk management processes are responsive to changes in their business
environment and emerging threats, 20 per cent fully agreed with this affirmation.
Further, 23 per cent somewhat disagreed and 8 per cent disagreed.

IOD Internal Survey mention:

Comments of respondents who disagreed and somewhat disagreed that the current risk
management processes are responsive to changes in their business environment and
emerging threats:

= “There are concrete examples in my area where risks were updated and newrisks
were identified, as well as the way to deal with them. However, it's also easy to fall
in a bureaucratic routine and not giving all its meaning to the risk management, for
many managers. Forinstance, it's easy to avoid updating risks/identifying new risks
and the mitigation actions.”

»  “Risk management becomes a token and limited only to review of the Risk Register.
I have regularly noted more senior staffthan me have made decisions without
considering the risk to the Organization as a whole, because that risk is not on the
register. The keeping of a register should not exclude a proper risk-aware
approach to everyday operations.”

=  “There are many more risks than the ones reported but it would be impossible to
report and monitor them all. So in addition to the formal risk management process,
prudent daily management of projects and resources is needed as part of the
broader risk management strategy.”

= “Ifthe supporting system is too complexto use, and it is, then the process cannot
be adapted to our need. That's my biggest issue at present.”

= “A bit more creative thinking and a simpler risk feedback system would allow us to
identify risks a bit better.”

88. WIPO has effectively designed and implemented risk identification processes.

89.

Risk Formulation. An important elementof risk managementis a clear articulation of the

risks. Leading practices suggestthat the risk statement should clearly identify the event or
condition, the consequences on associated objectives, and the cause (if such is known).
Disciplined use of structured formats can help in describing a risk, producing more effective risk
statements, and avoiding weak statements that lead to confusion.

L T

90.

IOD Internal Survey

When questioned on the ability to formulate Risks, Likelihood, Impact and Severity, 47
per cent of IOD Internal Survey respondents36 indicated that they knew how to
formulate these concepts, against 43 per cent who indicated that they were somewhat
able to do so. Ten percent did not know.

Results of the sample based review of the formulation of risks in the ERM and project

risks registers are summarized in the AnnexXlll. Overall, WIPO risk registers contain

35 Annex Il, Question 22
3 Annex Il, Question 9
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comprehensive risk descriptions which allow informed users to understand recorded risks. Risk
registers of some Information Technology (IT) projects could be used as good practices and
inspiration for WIPO programs to formulate their risks in the ERM Risk Register. Going forward,
quality of registers could be further enhanced by clearer formulation of causes and
consequences in risk descriptions of the ERM Risk Register. This will allow better
understandingrisks.

91. Risk Assessment. Risks at WIPO are assessed in terms of impact and likelihood at
residual level, e.g. after the effectof risk responses. Organizational and programrisks are
assessed using the WIPO corporate risk scale. Projectrisks may use a risk scale customized
fromthe WIPO project risk scale template. Both risk scales are presented in the Annex VII.

s IOD Internal Survey
The current risk scale for organizational and program risks was found to be sufficient
by 27 per cent of IOD Internal Survey respondents3” and somewhat sufficient by 59 per
cent (somewhat agree 37per cent; somewhat disagree 22 per cent). Four percent
disagreed and 10 percent indicated other opinions.

IOD Internal Survey mention:
Comments of respondents regarding the current risk scale for organizational and
program risks:

= “There is probably merit for another scale and guidance on assessing risks within
each operational area or a project, and defining criteria for when these would need
to be escalated to the Enterprise risk scale. Also needs to be tailored for the
business at the business level.”

= “The views on impact are considerably different depending on whether viewed from
a system, program or organizational point of view. However, the significance of that
is secondary to the bureaucratic nature of the reviewprocess.”

= “Different parts of the organization have different risk appetites and profiles, scales
should reflect that.”

= “Lack proximity information; Risks should reflect the real operational risks.”

92. The feedback received through the IOD Internal Survey and interviews resonates with
observations made in the “Risk Appetite” section of this report: staff members request more
guidance on assessing the risk at different levels of the Organization. For example, the current
financial thresholds of WIPO corporate risk scale (referto AnnexVIl) is difficult to apply in
practical decision making. Budgets of different Sectors/Departments/Divisions vary significantly,
so the financial impact that could be “noticeable” according to the risk scale, in fact may be
“catastrophic” for an area with a smaller budget and vice-versa.

93. Furthermore, itis perceived that risks raised by operations and mitigations proposed are
not always understood and acknowledged. Suggestions also point to the potential need to
distinguish between "Member State" related risks and non-Member State businesses, whereby,
different risk profiles and appetites would be set.

(i) Developing Risk Responses

94. WIPO develops risk responses in the form of mitigating actions and controls. Mitigation
actions are intended to reduce the impact or likelihood of risks, and are one-off measures,
which have specific objectives and deadlines, and may strengthen controls and/or reduce the

37 Annex Il, Question 10
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likelihood or impact of the risk event. Controls are designed at various levels of the
Organization and are established to ensure reasonable assurance regarding the reliability of
reporting; the effectiveness and efficiency of operations; compliance with applicable policies,
regulations and rules, and the safeguarding of resources. Controls take various forms, such as
the regulations and rules; office instructions and controls in information technology systems.
Controls are cross-referenced to the risk that they mitigate.

« IOD External ERM Survey
1 For comparison, only 17 per cent of external survey participants3® had intemal controls
integrated in their Risk Management system and linked to respective risks.

10D Internal Survey

Forty-five per cent perceived that the number of mitigating controls/actions recorded in
their risk registers were adequate to address the number of risks3°, while 36 percent
found these mitigations somewhat adequate. Nine percentfound thatthere were too
many mitigating actions/controls to address the number of risks.

L T

10D Internal Survey mention:
' Comments of respondents regarding the number of mitigating controls/actions recorded
in their risk registers:

=  “ltdependson the type.”

» “In general the risk register is considered a formality which must have a mitigating
action noted against it. This a backwards view of the risk register.”

=  “Idont think we recognize enough risks in most projects.”

95. Controls. There were 123 Controls linked to specific risks in WIPO ERM Risk Register
as of December 8, 2021; the source of controls is a Control Library that contained 467 controls
atthat date. Control details are disclosed in the AnnexVIIl. The Control Library is fed by WIPO
programs and Process Maps.

96. WIPO Project Risk Registers normally do not link risks with existing controls; instead
there are mitigating actions in place. This is primarily explained by the short-term nature of
projects.

97. Controls are categorized as Entity Level Controls (ELC), process level controls, or
implementation level controls. The Risk and Internal Control Manager is responsible for
ensuring that the controls are recorded in ERM. Each control is assigned to an owner, who is
responsible for ensuring that the control description and any related process maps are up to
date. Control owners are responsible for ensuring that all relevant control documentation is
maintained and accessible for purposes of the control assessments and validation performed by
the Risk and Internal Control Manager.

98. Control designand formulation. Effective implementation of controls starts with their
proper formulation. Internal controls should be documented sufficiently to demonstrate that
controls are in place and functioning as intended (e.g. enable another knowledgeable person to
test performance of the control).

38 Annex Il Question 7
39 Annex Il, Question 11
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10D Internal Survey

Around 51 per cent of IOD Internal Survey respondents found that 80 per cent (and
above) of mitigating actions/controls are efficiently designed and fit-for-purpose. Only
two per cent felt that less than 20 per cent were efficiently designed. Nine percent
indicated “other”.

A T

IOD Internal Survey mention:
! Comments of respondents regarding the design and fit-for-purpose of mitigating actions
and controls:

= “Some are a controls a little too general”

=  “The nature of the risk management system is such that the risk register itself is not
useful for managing the risks.”

= “Staff leaving or staff contract issues are a key risk that "mitigating factors"never
seemto address in project risks. It is noted, but the problem recurs again and
again.

»  “Asmany years as | can recall, loss of good qualified staff due to lack of career
prospects, and failure to provide adequate (e.g., IT) resources have been identified
as risks. This has materialized several time along the years.”

99. A sample of 70 WIPO Controls (Annex Xlll) has been analyzed against the following
criteria:

(a) Clarity;

(b) Conciseness;

(c) Controlfrequency is stated;

(d) Control type and function are indicated;
(e) Control owner assigned; and

(f)  Control is addressing the associated risk.

100. 10D recognizes the good efforts of involved staffin designing, maintaining and updating
the risk mitigating controls. Going forward, more attention could be paid to clearer and more
concise wording of controls aligned with best practices, and better assignment of controls to the
risks they intend to address. Respective Program Managers and SRCs are advised to be more
proactive in monitoring the quality of control formulations.

101. Mitigating Actions. WIPO is actively using mitigating actions to reduce specific risks or
strengthen the existing controls. While the utilization of mitigating actions is more common for
project-related risks due to their “short-term” effect, UNRIAS survey feedback and information
from different industries evidence the usage of this type of risk response.

IOD Internal Survey mention:
I = “Proposed mitigation measures should be accepted when they are not systematic.

Random, post facto analysis of controls may be as efficient and less cumbersome
and costly from an administrative standpoint than systematic measures. Not
moving towards this type of control demonstrate WIPQO’s low risk appetite”.

40 Annex Il, Question 12
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102. ERM Risk register contained 322 mitigating actions linked to risks as of December 8, 2021
(AnnexIX). 10D has analyzed a sample of 100 Mitigating Actions (Annex Xlll) againstthe
following criteria:

(a) Clarity;

(b) Specificity and ability to measure;

(c) Action owner assigned;

(d) Action has a deadline;

(e) Actionis addressing the associated risk; and
(f)  One-off measure; nota control.

103. Some mitigating actions could be more specific and measurable. For example, beloware
several extracts from the Mitigating Action descriptions:

(a) Provision of an impartial and inclusive environment for...
(b) Constant and focused interaction with...

(c) Facilitate discussion by ...

(d) Ongoing close coordination with...

(e) Continuous engagement of...

104. Secondly, about 39 per cent of analyzed actions are of “continuous” nature and have
more properties of controls rather than “one-off” actions. These activities potentially could
render more value if designed and monitored as controls.

105. Acceptance of Risks. Acceptingthe risk without mitigation is also a risk response
option, as long as the risk is within the WIPO risk appetite, and subject to the appropriate
approvals. The Risk Managementand Internal Controls Manual provides guidance on howto
accept risks.

(iil)  Monitoring and Follow-up

106. Monitoring activities are undertaken throughout the risk management process, assessing
the continued existence of risks and the validity of their associated responses (mitigation and
control).

107. Corporate Risk Follow-ups are undertaken by RMG at a minimum on a quarterly basis,
with reporting at least on a semi-annual basis#'. This frequency is in line with the majority of
surveyed UNRIAS organizations#2. 10D has obtained an evidence on extensive analysis of
corporate risks by RMG.

108. Program Risk Follow-up. According to the WIPO Risk and Internal Control Manual,
ERM Risk Register should be assessed regularly for completeness of risk identification and
accuracy of assessment. Based on the analysis of ERM Risk Register and conducted
interviews, on average programs update and reassess their risks once a year, during the

41 WIPO Risk and Internal Control Manual
42 Annex Ill, Question 12
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Annual Work planning; however, when significantrisk arises, it is being recorded as soon as
possible.

« IOD External ERM Survey
1 T1he majority of respondents (86 per cent)*3 use risk registers, and indicated that
updates of risk registers are mandatory (84 per cent)*4; with forty-three per cent
updating risk registers two-three times per year®.

109. Project risk Follow-up and Escalation. Project risks require regular monitoring and
ongoing oversight since they are particularly susceptible to change. ProjectManagers define a
risk management strategy, based on a template, agreeing the approval, escalation, frequency,
risk scale etc. for risk management activities for the duration of the project. Project risks are
recorded and updated in the appropriate project documentation, normally Microsoft Excel-based
risk registers, with each iteration being retained for audit and review purposes. 10D has verified
the regularity of updates of Project Risk Registers.

110. The Risk and Internal Control Manual stipulates that project risk assessment, response
and escalation processes are defined in the project risk management strategy and approved by
the relevant project board. Projects are run by different Sectors/Departments/Divisions, so the
risk escalation criteria and workflow might be applied differently. Through interviews IOD
learned that Project Managers not always aware of when and how they would need to escalate
risks. In addition there is a perception of unwillingnessto “give a project a bad news”, which is
not facilitating a project risk escalation even when possibly needed.

I0OD Internal Survey mention:
I« “A Sector Risk coordinator should have a look at some project risk matrices from

time to time. The tendency in a project is to downplay the risk. Independent "expert
eyes" could be helpful.”

= “Itis hard to give the project bad news / reality check.”

= “The problem is key tech projects are constantly running into the risk of temporary
or non-staff resources leaving. This can have severe impacts on a project.”

IOD Internal Survey

Forty-eight percent of respondents#6 were aware that significant and relevant project
risks needed to be escalated to the corporate risk register. A further 33 per cent were
somewhat aware and needed more guidance, against 18 per cent who were not aware
and had not received any guidance or information in that regard.

L T

Likewise, 35 per cent of respondents*” knew howto escalate project risks to the
corporate risk register, and a further 43 per cent somewhat knew how to do so, against
15 per cent who have not, and five per cent who have not been involved in project
management. Some comments from respondents indicated that they would be unable
to do this on their own, or would contact the Program Manager, the Controller, or the
Project Executive.

43 Annex Ill, Question 10
44 Annex Illl, Question 11
45 Annex Ill, Question 12
46 Annex Il, Question 17
47 Annex I, Question 18
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Finally, 30 per cent of respondents# indicate to have escalated project risks to the
corporate risk register within the last three years, 10 per cent within four-five years,
against 53 per cent who have never escalated such risks. 10D also notes that five per
cent indicated that they have not been involved in projects.

111. Given the fact that WIPO constantly runs a number of high-value projects critical to
operations, project risk escalation might play an important role and might require a more
formalized controlling mechanisms. Potential solutions, among others, could relate to formal
inclusion of project risk discussions in the scope of SRC or a centralized project risk repository
under a Project Management Office.

112. When compared to other organizations, it appears that the project level risk escalation is
not always well covered by available guidance.

s  IOD External Survey on ERM
1 On the need to manage project risks, 46 per cent* of participating Organizations
indicated that there was no formal process in place to ensure that applicable
significant project risks are systematically escalated to the corporate or entity level risk
register. Twenty-nine per cent recorded project risks in separate “project’risk
registers, compared to 36 per centthat recorded their project risks in respective
organizational risk registers.

113. Follow-up of Controls. The controls within each Sector Lead’s area of responsibility are
(self) assessed in consultation with the Risk and Internal Control Manager, who validates the
assessment. Figure L below shows the Control Attributes that are consideredin the
assessment of effectiveness of controls.

Figure L: Control Attributes used for the assessment of Controls

Control Maturity Control Type
Level 0 Level1 .
Non-Existent/ Ad-hoc Documented only Preventive controls
Level 2 Level 3 Segregation of Security of Assets & q . .
Partially Deployed Deployed and Reliable duties Restricted Access Detective  Directive
Level 4 Level 5 Approy als_, Training undertaken Controls Controls
Measured and Continuously Improving Authorizations, and
Automatic Verif ications

Control Function Control Priority
Manual Automated Non-Key controls Key controls

Frequency of Control Action Imple me ntation Description

Annually Monthly Narrative on current assessment, identifying any relevant points in
Quarterly Weekly considering the assessment.
Daily Multiple Times Daily

Source: WIPO Risk and Internal Controls Manual

114. The results of the control (self) assessment should be formally signed-off by the process
owners, demonstrating that they take ownership of the internal control system. This process is
performed annually.

48 Annex Il, Question 19
49 Annex Ill, Question 13
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10D Internal Survey

On the efficiency and effectiveness of the annual control assessment process, 23 per
cent of IOD Internal Survey participants®® found this process efficient and effective, 40
per cent found it somewhat efficient and effective, while 17 found the process
ineffective and inefficient. Note however, that 17 per cent of respondents did not own
any controls.

A T

115. Comments include appreciating the value of the annual risk assessment, but also insights
on areas of discontent such as:

I0OD Internal Survey mentions:
I = “Theinternal control is also a self-assessment, with the risk of treating the intemal

control as a mere formality and reducing the effectiveness thereof.”

= “The interface is clumsy and the system not designed to support useful
management.”

= “/do review them for the division. We have too many controls listed, the vast
majority of which are not linked to existing risks.”

= “Ifind it too artificial and disconnected from reality”

=  “More automation is needed.”

116. 10D has verified the controls validation frequency in the ERM (Annex Xlll) and found that
the majority have last been updated in November 2021. The assessmentand validation of
controls take place regardless of whether these controls are linked or not linked to risks.

117. There is a positive increase in the number of evidential documents attached to controls.
While 67 and 90 controls had evidential documents attached in ERMin 2019 and 2020
respectively, IOD counted 166 such controls in 2021 (Annex Xlll).

118. Follow-up of Mitigating Actions. WIPO Risk and Internal Controls manual does not
specifically state the frequency of mitigating actions’ follow-ups, as well as the role of WIPO risk
function in their assessment and validation. The risk functionis frequently called on to advise
on these matters, and validates the Program of Work and Budget risks and actions as well as
those at the critical exposure, or organizational level. SRCs are encouraged to challenge
mitigation plans.

119. Based on the analysis of mitigating actions updates, on average they are updated once a
year, mainly during the period of the Annual Work planning.

120. Given the high volume of mitigating actions in the ERM Risk Register, it would be
beneficial to expand the WIPO Risk and Internal Controls manual with guidance on the
frequency of mitigating action follow-ups, and the roles and responsibilities related to their
assessment and validation.

121. Finally and going forward, the quality of risks and controls would be further enhanced
through staff exposure to among others, effective awareness raising, capacity building and
knowledge resources.

50 Annex Il, Question 13
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Recommendation

3. The Office of the Controller should review and update the Risk Manual, including
guidance for risk responses, risk escalation (including project risks), and the
relationship between risks and controls.

(Priority: Medium)

(iv) Statement on Internal Control

122. The Director General is required to provide an assurance on the operating effectiveness
of WIPO’s system of internal controls on an annual basis. The requirement stems from the
Regulation 5.8 (d) of the Financial Regulations and Rules. This assuranceis provided through
the “Statement on Internal Control” (SIC) document, which is presented in line with the seven
components of WIPO’s Accountability Framework, aligned to the COSO framework and Three
Lines Model.

123. The SIC is supported by representation letters prepared by Sector Leads of respective
Sectors. Annex X to the report provides an SIC preparation flowchart, explaining all main
preparation steps and involved actors.

124. 10D analyzed the SIC preparation process and the building blocks of assurance used by
Sector Leads to prepare and sign their Representation Letters. Generally, Sector Leads believe
to have sufficient assurance information and are feeling comfortable to sign-off their Letters of
Representation. The following main sources of assurance have been cited:

(a) Results of assessments of Entity Level and Process Level Controls;
(b) Outputs of WIPO RBM System;

(c) Regular Management Reporting, including RMG reports;

(d) Information from the Office of the Legal Counsel;

(e) Business Intelligence (Bl) Dashboards; and

(f)  Feedback from External Independent Auditors and IOD.

125. At the same time management noted that the assurance can be furtherenhanced by
adding more visibility on project risks and status.

126. 10D notes that the wording of SIC and Management Representation Letter (MRL) to a
large extent is tailored for needs of Financial Reporting. Forexample, SIC explains the
accountability of the Director General for maintaining a system of internal financial control; the
wording of MRL states that it is provided in connection with the audit of the financial statements
of the WIPO and its Unions for the purpose of expressing an opinion as to whether the financial
statements present fairly, in all material respects, the financial position of WIPO in conformity
with generally accepted accounting principles applicable to the UN System organizations.

127. While financial controls play an important role, IOD believes that SIC and MRL could add
more value if their wording provides assurance over the System of Internal Controls as a whole.
Going forward, the Office of the Controller would benefit from engaging with the external
auditors, to assess opportunities for expanding the SIC and related management letters to
cover the system of internal control as a whole. Finally, IOD points out the need to align the
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wording of SIC and MRL with the programmatic structure and terminology of the new Program
of Work and Budget for 2022/23, and the MTSP.

Point for Consideration
4. Visibility of key project risks can be further enhanced by considering:

(@) Using SRCs to engage with Project Managers in respective Sectors, to identify
key project risks that can be escalated at Sector or organizational levels; and

(b) Adding a line on awareness of key project risks and related responsesin the MRL
of respective Sector Leads.

(v) ERM Integration with Results Based Planning

128. Risk Management is an integral part of the development of the Program of Work and
Budget.

« 10D Internal Survey
1 Thirty-five percent of respondents®’ were satisfied and somewhat satisfied with the
process of identifying risks to be included in the Biennial Program of Work and Budget.
However, the 18 per cent respondents who were dissatisfied or somewhat dissatisfied
indicated that the process was “too disconnected from the actual work”.

On whether the organizational risks are useful for cross-sectorial work, 43 per cent of
respondents®? found them somewhat useful, 18 per cent useful, against 23 per cent
who did not find it useful. The majority of the 18 per cent respondents who indicated
“other’, echoed the sentiment thatthey did not know or were not part of the process.

129. Integration with the Enterprise Performance Management (EPM). Figure M below
illustrates the risk management integration with WIPO Annual Work-planning. The Program
Performance and Budget Division (PPBD) has developed a guidance, explaining the process of
risk identification, approval and integration of risk responses5? in the Work-planning.

5! Annex I, Question 28

52 Annex Il, Question 29

53 According to PPBD guidance, Risk Responses constitute Mitigation plans, Internal Controls or Ways to exploit the
opportunity
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Figure M: Risk Management Integration with Work-planning

EPM Annual Workplanning Enterprise Risk Management

I Erem enmuet cenw b s Il. Risk identification and
- P . assessment
IV. Adjust annual workplan with risk Ill. Risk response analysis and
response approval

h V. Approval of workplan and risk register by Sector Lead

V1. Approval of workplan and risk register by Director General

Source: PPBD guidance - Review the Risk Report in Bl & Update Risk Registers in ERM

130. When deemed relevant, Sectorsrecord a Risk Response in the Work plan Activity
Addition formin EPM. It is under the Sectors’ responsibility to decide whether the Risk
Response requires a budget or it may be a contingency.

131. Risks and Risk Response Status Update requires time and effort; therefore, it is important
that this process is timely finalized and effectively feeds the Annual Work-planning. The due
date for the completion of 2022 WIPO Work plans was set to November 26, 202154, IOD
verified the status of Risks and Risk Response update by Programs on November 20, 2021 and
November 26, 2021. The details are disclosed in the AnnexV and the summary of results is
presented in the Figure N.

Figure N:_Risks and Risk Response Status Update in ERM by WIPO Programs

As at November 20, 2021 As at November 26, 2021.

Source: ERM Risk Register

132. One third of WIPO Programs have updated their Risks and Risk Response status by
November 20, 2021, and almost a half of programs did it by November 26. It is important for
Risks and Risk Responses to be updated before the Annual Work-planning deadline to ensure
that all significant risks are captured, all necessary Risk Responses are reflected in EPM and

5 PPBD, October 25, 2021 email “Launch of 2022 Work-planning”
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any necessary changesto the budget are allocated. SRCs are in a good position to facilitate
this process.

133. Further, IOD verified the linkage between the Work plan activities in EPM and related
risks. While Risks and Risk Responses in the ERM Risk Register can be easily traced back to
the expected results of corresponding biennia, the EPM contains no references to associated
risks. It would be beneficial to see risks in the EPM for the Work-planning purposes.

134. Integration with PMSDS. While Risks and Risk Responses are assigned to specific
owners, the performance appraisal system s not linked to their accomplishmentsin the area of
risk management. Linking the risk management to the performance appraisal system of
relevant staff would enforce further integration of ERM across the Organization. This
observation is in line with observations set out in the 2020 Report of the JIU “Enterprise risk
management: approaches and uses in United Nations system organizations”. 10D strongly
supports this measure as a means to further support risk management at WIPO.

Point for Consideration

5. Sectors to take measures to timely update their risks and risks responses before the
deadline for submitting the annual work plans, to among others, ensure thatrisks
related to planned activities are timely captured, and applicable mitigations are
budgeted in compliance with relevant PPBD Guidance.

(E) ERMSYSTEMS AND TOOLS

135. The Figure below summarizes the results of the assessment of the ERM Systems and
Tools.

Figure O: ERM Systems and Tools — Assessment Summary

Initial
Developing
Established
Advanced
Leading

Elements Recommen- Points to
Assessed dations Consider /

Source: Gap Analysis Details (Annex XIV)

136. Figure P below depicts the collaboration between WIPO Risk Management related
systems and other WIPO information systems and tools.
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Figure P: WIPO Main Information Systems and Tools

WIPO ERP

- eProcurement Purchasing
- Asset Management

- Billing/Invoicing

Risk Registers

WIPO ERM

Bl Dashboards
HRMD
Finance

- Debtors (Income) Procurement & Travel

- Creditors (Expenditure) Program Performance & Budget
- General Ledger Risk Management

- HR, Payroll

Information Risk Register
MetricStream™

- Staff Performance
- Learning Management
- Performance Management (EPM)

Individual / Project
Risk Registers

I Y

PCT Platform MIRIS Platform HBO Platform
PCT Fees Madrid Fees Hague Fees

Technology of Information Security Operations
Center (ISOC) and other Preventive/Detective

Information Security Controls

Source: Compiled by IOD fromWIPO Platforms, Systems and Tools.

(i) Risk Registers

137. The WIPO ERM (Acuity STREAM™) is a repository of the entity’s risks and risk
responses. ltalso includes data on control owners, deployment level of controls, and other
relevant information, which makes risk registers a key source of assurance information.

¢« IOD Internal Survey
1  wnie 13 per cent of respondents® agree and 20 per cent somewhat agree that
WIPO ERM (Acuity STREAM™) js user-friendly and useful, 33 per cent disagree
and 15 per cent somewhat disagree with this statement. Twenty per cent of
respondents have never used the system.

138. As per feedback received from IOD Internal Survey and IOD meetings with relevant staff,
the ERM system is not user-friendly and is too complex, resulting in reluctance to use the tool.
Considering that the selected participants include management and risk and control owners,
several key issues can be noted such as:

(a) The need to enhance responsibility and accountability of managers and risk owners
in using the system; and

(b) The importance in identifying the key challenges in the use of the current system.

139. Furthermore, a number of comments support the need to review the adequacy of the
current system and encourage use by managers.

10D Internal Survey mentions:
=  “There is a room for using modern, simple and practical digital solutions.” “There is

also opportunity to introduce advanced analytics and Al to derive insights into risk
evolution and control effectiveness.”
=  “Too complex, sophisticated and hard to utilize”

% Annex Il, Question 16
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“Iwould like to point out that the fact that risks are managed through both the Bl
and the ERM complicate things somewhat.”
= “The current risk management systemis very poor; this systemis impossible to

use; itis user-unfriendly and complicated.”

= “The use of the system and positive real impact is unclear.”
=  “Iwould rather spend my time dealing with the actual risk than feeding the machine,
and often time my dealing with the risk allows closing it before it even became an
issue worthy of reporting’.

140. 10D analysed the software feedback collected on Gartner peerinsightsTM?%¢, and found
that Acuity STREAM™ was initially developed as a Cyber-Risk management software, which
may have some impact on complexity of the system; on the other hand it allows for more robust
analysis of risk information.

141. Figure Q below summarizes the customer experience and rating distribution.

Figure Q: Acuity STREAM™ — Ratings Overview

STREAM Cyber RiSk Platform Ratings overview Review weighting () [J Reviewed in Last 12 Months & EMAIL PAGE
4.8 o Reviews O 100% Would Recommend
Rating Distribution Customer Experience

5 Star I 80% Evaluation & Contracting 4.8 I N

4 star I 20% Integration & Deployment 4.6 I N N

3 Star 0% Service & Support 5.0 [ I N N
2 Star 0%

1 Star 0% Product Capabilities 4.6 I

Distribution based on 5 ratings ® All User Ratings

Source: www.gartner.com

« Software reviews on www.gartner.com
= Faworable Review: A good solid tool with easy focus on InfoSec, the interface
could do with refining. The product met the needs of deployment and the
company is easy to deal with going above and beyond in the vendor / supplier
relationship.

= (Critical Review: none

» Likes: The creators come from a Cyber Risk background and understand
Information Security in context with a maturing environment. The productcan
mature with the organization and does not have to be overtly process driven.
The company is excellent in dealing with support and consultancy

» Dislikes: The interface and the User Interface (Ul) is quite difficult to get used to,
and is not intuitive and reflective of modern Operating Systems. The workflow is
clunky compared to other products and the reporting tool is basic.

% Peer Insights is Gartner's peer-driven ratings and review s platform for enterprise IT solutions and services
covering over 300+ technology markets and 3,000 vendors.

38


http://www.gartner.com/
http://www.gartner.com/

World Intellectual Property Organization
IA 2021-01

142. Furthermore, many staff members have little knowledge on where the systemis located
and how to run it, which could indicate that communication needs to be enhanced. Some staff
members may not make reasonable efforts to better understand the software.

143. Given the high costs of Risk Management software and related implementation and
migration efforts, IOD believes that there is room to maximize the value from the existing
software, which can be done through raising awareness and educating relevant staff to work
with Accuity Stream more efficiently.

144. WIPO Information Risk Register. Due to specific operational needs, the IS Section at
WIPO is using an automated solution, MetricStream™ (named as a Leader in the 2021
Gartner® Magic Quadrant™ for IT Vendor Risk Management Tools) to manage its Information
Security Governance, Risk and Compliance processes®”. Risks from MetricsStream™ are
regularly updated to the ERM at more aggregated level.

I0OD Internal Survey mentions:
I = “Thereis room for improvement and consolidation between various risk

management solutions within WIPQO”.

145. Some staff members commented that the centralization of WIPO Risk Registers could
enhance the risk management and provide more uniform approach to risks. While IOD
understands the benefits and supports the concept of “one-stop-shop” for risks, proper
consideration should be given to specific demands of such areas as Cybersecurity and Project
risk management. Going forward, WIPO may consider using “native” ERM module of its ERP in
case WIPO decides to upgrade or change the existing ERP. This will allow automated
embedding of risks into all main WIPO processes such as Performance Management,
Budgeting and others.

146. WIPO Project Risk Registers. Risks at the level of Projects are captured in separate
Project Risk Registers, normally based on Microsoft Excel™, with each iteration being retained
for audit and review purposes. [f relevant, these risks may also be recorded into the WIPO
ERM through the process of escalation.

147. The analysis of a sample of Project Risk Registers shows that overall, records made allow
for effective risk identifiation and mitigation at the level of individual projects. The Office of the
Controller’s Intranet page provides a Project Risk Register Excel template with a base risk scale
to allow projects to define their own suitable risk impact scale.

148. The Project files (and respective Project Risk Registers) are stored in different locations
on WIPO network and are maintained by respective Project Managers. While basic data on IT-
related projects is kept by the Senior Information and Communication Technology Portfolio
Management Officer, non-IT project files have no such point of coordination, leaving project
management “silos based” or “decentralized”.

149. Amongst other benefits, centralized way of storing and managing projects and related risk
registers provide:

(a) Consistency of the project risk managementapproach;

(b) Identification of cross-cutting projectrisks or concentrations of specific risks which
need to be escalated or would require the attention of Project Board or RMG;

57 These include annual ISO 27001 Information Risk Assessments, Service Provider Risk Assessments,
Policy/standards exception management, Certification and Accreditation Assessments, Vulnerability Management,
Information Security Incident Management among others
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(c) More complete risk identification and effective application of lessonslearned based
on similar projects; and

(d) Easierreporting, providing a “helicopter view’ over the status of all projects and their
risks, which would be useful for RMG discussions.

150. WIPO would benefit from centralization of the Project Risk Management by, for example,
expanding the role of the current Project Management Officer, or establishing a Project
Management Office with relevant roles and responsiblities. This recommendation, which is still
pending, was issued by IOD in its Audit of Project Managementin 2016 (1A 2016-04), and
reiterated in the report on the audit of the Hague Platform Project (1A 2021- 02). The
Administration, Finance and Management Sector (AFMS) has recently confirmed its
commitment to implementing this recommendation during the course of the year.

(i)  Linkage of WIPO Risk Registers with other systems

151. WIPO ERM Risk Register and Information Risk Register (MetricStream™) used by the
Safety and Information Assurance Division are off-the-shelf stand-alone applications. While the
integration of risk and risk response data with main WIPO systems is an ongoing process
(please refer to the “ERM Integration with Results based planning” section of the report),
currently there are no automated linkage with these systems and risk registers.

152. While IOD recognizes benefits of automated linkage of risk data, maintaining the right
belance between the implementation costs and benefits gained is relevant.

Point for Consideration

6. The value fromthe existing ERM software can be maximized by among others:

(a) Enhancing the responsibility and accountability of managers and risk owners in
using the system;

(b) Identifying the key challenges in the use of the current system and finding cost-
effective solutions; and

(c) Raising awareness and educating relevant staff to work with Acuity STREAM™
more efficiently.

(F) RISK CAPABILITIES

153. The Figure below summarizes the results of the assessment of the WIPO Risk
Capabilities.

Figure R:_Risk Capabilities — Asse ssment Summary

Elements Recommen- Points to Initial
Assessed dations Consider Developing
Established

Advanced
Leading

Source: Gap Analysis Details (Annex XIV)
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(i) Staff Risk Awareness

154. Risk awareness is the acknowledgement of risks. It can have a large effect on howrisks
are managed and howdecisions are made. By increasing the risk knowledge and awareness of
the staff and stakeholdersinvolved, the organization can leverage its risk responses to a much
greater extent and have a higher chance of succeeding in achieving its objectives.

¢ IOD Internal Survey
1 while 24 per cent of respondents® were aware of different risk management and
internal control trainings available in the WIPO Enterprise Learning Management (ELM)
system, 43 per cent were somewhat aware and 33 per cent were unaware.

In more detail, 43 per cent of respondents® indicated that they have been provided
with adequate training, 24 per cent were somewhat in agreement, against 14 per cent
somewhat disagreed and 18 per cent disagreed.

Furthermore, 24 per cent of respondents® have been trained at least once in the last
two years, 27 per cent have not, 39 per cent have been trained more than two years
ago, and 10 per cent have never attended a training.

155. Survey participants recognized the differentlevels of risk maturity across Sectors and
Divisions, and the need to raise more awareness about risk management, while implementing a
more user-friendly tool that offers useful information to management— numerous comments
pointed to the system as a significant inhibitor.

156. Finally, there is some call for a short compulsory risk managementtraining once a year,
online, and covering varied topics, to avoid long cumbersome sessions, which would result in
less buy-in from staff. Furthermore, these trainings could also be a means to obtain insights

and feedback from staff on key threats and opportunities to feed WIPQO’s risk landscape.

157. Results of IOD Internal Survey are comparable to the IOD External ERM survey feedback.
« IOD External ERM Survey
Forty eight per cent of respondents®’ indicate not having a formal risk management

training, and out of the 31 per cent that had a training course, 40 per cent highlighted
that the training was mandatory for designated staff members only.

158. 10D has analyzed ELM trainings related to Risk Management and Internal Controls in the
period from January 2019 to November 2021. The following trainings were identified in the
ELM:

(@) ELM-1061-HRMD: Spot the Risks;

(b) ELM-1756 - HRMD: Spot the Risks;

(c) ELM-1959-HRMD: LinkedIn: Risk Taking for Leaders;

(d) ELM-2206 - IT: Blended Learning: Management of Risks (MOR);

5% Annex Il, Question 6
5 Annex Il, Question 7
80 Annex Il, Question 8
61 Annex Il Question 8
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(e) ELM-2224-1T: Blended Learning: Management of Risks (MoR);

(f) ELM-2345-HRMD: LinkedIn: Project Management Foundations: Risk;
(g) ELM-674 - Risk Management Briefing;

(h) ELM-675-HRMD: Risk Management Training ;

(i) ELM-683 - Risk Management Training - Desk-to-desk training; and

(i) RM module - Project Management training sessions.

159. Results of the analysis disclosed in the table below.

Table 2: Number of participants in Risk Management and Internal Controls related
trainings (a-i) during the period from January 2019 to November 2021 by sector / office

WIPO China Office

WIPO Japan Office

WIPO New York Office

WIPO Nigeria Office

WIPO Office Russian Federation 2 1
WIPO Singapore Office

mmnnnn--- 175

Source: Performance and Development Section. Please note that ELM mandatory trainings on Fraud and Ethics
have been excluded fromthe analysis due to their mandatory nature and indirect relation to Risk Management and
Internal Controls.

lmmmmmmmmmm Total
AFMS
BDS 12 5 8
CCIS 2 1
GCP 11
IP and IES 5 1 6 |
IPS 1 1
PTS 26 18 1 1 6
RND Sl 1 7
Sector of the DG 9 6
WIPO Algeria Office -]
WIPO Brazil Office 1

N
N
N
]
(175 |

160. Out of 10 ELM Risk and internal control related trainings only three — (a), (b) and (j) had
relatively active attendance — 86, 51 and 34 participants respectively. More detailed analysis of
these two trainings revealed that trainings (a) and (b) are 10 minutes self-paced eLearning in a
“‘game” environment, which is useful but can be considered only as a “complementary” learning
material.

161. Four out of eight ELM trainings have been attended only by one staff member and three
ELM trainings have not been attended at all in last three years. This raises questions about
staff awareness and popularity of ELM trainings in the Risk Management and Internal Controls
domain. Going forward, it would be beneficial to better communicate on, and monitor Risk
Management and Internal Controls trainings.

162. Further, thereis a rather low participation of WIPO offices in Risk Management and
Internal Controls related ELM trainings. Five WIPO External Offices did not take partin the
aforementioned ELM trainingsin the last three years.
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163. In addition, IOD has analyzed participation in Risk Management and Internal Controls
related trainings from the perspective of their grade and Sector. Results are summarized in the
table below.

Table 3: Number of participants in Risk Management and Internal Controls related
trainings during the period from January 2019 to November 2021 depending on Sector

and grade

Sector
of the Brazil | Russia | Singapore
ccis | Geps PTS DG Office | Office | Office Total
D2 1
1 1 1

D2 |
13
6 3 1 2 1
6 6 1 o 4 2 1 1
9 3 1 6 2 2
2 3 1 1 4
4 2 5 :
5 3 2 8 3 1
2 1 8 1 1
2 2 6
73 1 2 5 2
Total | 45]| 25| 3| 2| 6| 2|52| 13| 20| 1| 3| 2| i7a

Source: Performance and Development Section. Please note that ELM mandatory trainings on Fraud and Ethics
have been excluded fromthe analysis due to their mandatory nature and indirect relation to Risk Management and
Internal Controls.

164. The analysis shows that the most “popular” participant profile is a P3-P4 grade staff
member. Senior Management (P5 and above) participation is rather low. Potentially this can be
explained by the content of trainings, not tailored for the senior leadership.

165. Discussions with the Office of the Controller indicate that fraud risk awareness was the
main focus of risk management training between 2019 and 2020. As of October 26, 2021,
around 97 per cent of staff had completed the fraud risk training. Since 2016, the Office of the
Controller adopted a one-to-one risk coaching strategy, working closely with Senior Managers to
address their needs rather than through classroom training. Internal Controls training has also
been switched to one-to-one mode during the annual control assessment exercises with control
owners.

166. The Office of the Controller continued to run risk management training as a module of the
Project Management in an RBM environment training course. Some staff members were last
trained in November 2019. The next planned risk management related training is envisaged for
2022 as a module at the Workshop on the Revised Development Agenda Implementation
Cycle. Going forward, the development of a dedicated risk management training course is
planned for 2023.

167. While IOD appreciates the efforts of the Office of the Controller to provide focused one-to-
one guiding sessions to risk and control owners, and acknowledges that some staff members
take individual initiatives to attend risk management training provided by third parties, however,
collected feedback and analysis of existing trainings, point to the need for additional efforts in
this area.

168. Going forward, adopting a hybrid approach which provides class room but tailored training
addressed to the different needs of operational staff, risk owners, Directors, and Sector Leads
would better support risk maturity. As per staff feedback, trainings may represent series of
practical workshops including insights and feedback from staff, which could serve to further
enhance the components of the Risk Management Framework
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Recommendation

4. The Office of the Controller in coordination with the Internal Training Program of the
WIPO Academy, should further raise risk managementand internal controls
awareness by introducing updated training offerings to address the needs of staff
members at different levels and relationships and responsibilities towards Risk
Management and Internal Controls.

(Priority: Medium)

(i)  Availability of Risk Information

169. Risk reporting is a means to demonstrate the value that the risk function bringsto an
organization. Qualitative and timely risk reporting allow for proactive risk management — to
identify and escalate issues before they materialize. Robust risk reportingamong others
provides the following benefits:

(a) Embeds risk managementinto leadership, decision making, oversight and business
operations;

(b) Uses retrospective results to learn and predict business risks before they
materialize;

(c) Provides assurance to the management and stakeholders; and
(d) Highlights areas of concern and promotes continuous improvement.

170. Risk Reports and Bl Dashboards — As part of supporting the Organization in effectively
managing risks and integrating risks in making informed decisions, WIPO has established risk
reports and dashboards. Sector/Divisions are encouraged to regularly run risk reports to
support their operational and decision-making processes.

« 10D Internal Survey
(} Thirty-eight per cent of survey respondents®? indicate that they run risk reports two-
three times a year, 30 per cent once a year, and five per cent at least four times a year.
However, 28 per cent do not run risk reports, some of which indicated that they request
for, or receive extracts.

Thirty per cent of respondents® indicated that the current content and quality of risk
reports are relevant and suitable to support risks managementin their
Sector/Program/Division. A further 35 per cent somewhat agreed, against 15 per cent
that somewhat or fully disagreed. Eighteen per cent indicated that they do not receive
reports.

171. Survey respondents and interviews held with relevant stakeholders indicate that there is a
need for easier access to available risk reporting. “Enterprise Risk” and “Business Intelligence”
buttons are placed on the front page of the New WIPO Administrative Integrated Management
System (AIMS) portal, which should make users’ access to the risk reporting more intuitive. To
further improve the access to the risk information, additional button on the “Quick-links” could

62 Annex Il, Question 20
63 Annex Il, Question 21
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bring the user to the “Risk and Response” Bl Risk Dashboard, showing all Risks / Controls /
Actions related to that specific user.

10D Internal Survey mentions:
I = “The ERM software is extremely unfriendly and the risks are set up in a manner that

is only relevant to showing that something is being done, not for being in the
slightest useful in actively managing the process. Consequently, the reports are
only looked at when updates are required.”

= “Ireceive a register of risks 1x a year and review for controls.”

= “I'think about my risks, but do not run reports and | would not know howto do it.”

172. RMG Risk Reports are prepared on a quarterly basis and contain valuable analysis of
internal and external risk information. Among others, the standard agendaincludes the
following topics:

(a) Economic and Filing Highlights;
(b) Financial Highlights;

(c) Cyber Risk;

(d) Safety and Security Risk;

(e) Global Risk Landscape; and
(f)  WIPO Portfolio Overview.

173. The Office of the Controller issues and shares with the RMG and the Independent
Advisory Oversight Committee (IAOC), a WIPO Annual Risk Management Report that provides
a high-level overview of changes in the Organization’s risk portfolio during the period, and
informs on progress in strengthening the Risk Management and Internal Control framework.

174. IAOC Sessions — Risk Management and Internal Controls Agenda Item. Risk
Management and Internal Control are a regular IAOC meeting agenda item. The Office of the
Controller presents the current state of play in the area of Risk Management and Internal
Controls enhancements made, status of recommendations issued by 10D, JIU and External
Auditors and other relevant related issues.

Point for Consideration

7. The Enterprise Solutions Division should consider adding a button “My Risks” in the
Quick-links of the new AIMS Portal. The button should take the user to the “Risk and
Response” Bl Risk Dashboard, showing all Risks / Controls / Actions related to that
specific user.

(ii) Data Analytics Project

175. Increasing business dynamics and growing velocity and emergence of risk among others,
have resulted in increased use of data analytics and related techniques to maintain awareness
of, and rapid response to evolving risks.

176. The Office of the Controller developed a Roadmap to Maturity of Data Analytics for
Internal Controls and Process streamlining 2018 — 2024 (Annex Xl). The Roadmap contained
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activities required to implement the Positive Assurance through Data Analytics for Internal
Controls in four main areas: Procure-to-Pay (P2P), Hire-to-Retire (H2R), Financial processes
(FIN), Plan-to-Evaluate (P2E).

177. The document was further complemented in 2021 by “Strengthening and Streamlining
Internal Controls through the use of Data Analytics” Strategy and Roadmap, which included
more detailed implementation steps as well as a Medium Term Strategy with possible future
directions towards implementation of preventive analytics and a Data Analytics Maturity
Framework (Annex Xll). According to a performed self-assessment, the current maturity level of
WIPO in that area is set at “Initial”.

178. Figure S belowindicates main milestones set in the Strategy and Roadmap document, as
well as the stage of completion of the Data Analytics Project.

Figure S: Planned Data Analytics implementation activities — status December 2021

Business requirements defined for key controls for proof of concept (PoC)
Control metrics developed in OBIEE and migrated to production.
Prioritize and analyze processes for control analytics

Business requirements defined for Procure to Pay (P2P) control metrics
Establish a foundational internal controls data analytics environment
Define business requirements for Hire to Retire (H2R) control metrics.
Initiate process simplification review for P2P and H2R.

Develop control metrics for P2P and H2R and migrate to production.
Consider process simplifications for P2P and H2R.

Define business requirements and develop control metrics for Financial processes,
including income and treasury (FIN) and Plan to Evaluate (P2E)

1 ITIRREQAY

Initiate/consider process simplification review for FIN and P2E.

Source: Office of the Controller

179. Comparison of the plan with the current status highlights a delay in activities planned for
2021. The establishmentof a foundational intemal controls data analytics environment involves
setting up a data lake and procuring a Bl solution that fits in with the WIPO system and data
architecture. This project, managed by the Enterprise Solutions Division, is currently underway
and estimated to be completed by mid-2022.

180. Concerning the othertwo tasks envisaged for 2021, namely, Define business
requirements for Hire to Retire (H2R) control metrics and, Initiate process simplification review
for P2P and H2R — they were strategically put on-hold while the business requirements fully
were captured and the Bl solution identified.

181. While acknowledging that the implementation of Data Analytics of Internal Controls
involves collaborative efforts of multiple Divisions such as Information and Communication
Technology Department, Enterprise Solutions Division (ESD) and Department for Economics
and Data Analytics, and recognizing that some deliverables may create dependencies, it is
however relevant that other non-dependent tasks be carried out to optimize efficiency and
timelines among others.

182. Given the importance of the Data Analytics for Internal Controls and also increased
interest from other internal and external stakeholders, it would be beneficial to formalize the
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work as a separate project and allocate dedicated resources to secure the successful
implementation of the Roadmap.

Point for Consideration

8. Formalizing of Data Analytics for Internal Controls as a project and allocate dedicated
resources to secure the transparent and efficient implementation of the Roadmap.

(G) RISK CULTURE

183. The Figure below summarizes the results of the assessment of the Risk Culture at WIPO.

Figure T:_Risk Culture — Assessment Summary

Elements Recommen- Points to Initial

Assessed dations Consider Developing
Established
Advanced
Leading

Source: Gap Analysis Details (Annex XIV)

184. The Risk Management Association®4 defines Risk Culture as the “set of encouraged and
acceptable behaviors, discussions, decisions and attitudes toward taking and managing risk
within an institution.” For the risk management framework to be effective, it needs to be
accompanied by mechanisms to set the tone of the Organization, define a common
understanding of risk with attributes for driving a risk conscious culture where both threats and
opportunities are managed.

185. The Risk Culture is a part of the organizational Control Environment; it is therefore
overarching, cross-cutting and pervasive and has a role to play in each aspect of Risk
Management. A Risk Culture element was frequently mentioned by WIPO staff, which
highlights the importance and relevance of the subject in particular its role in enhancing the risk
maturity of an Organization.

186. On measures and practices put in place (or to be putin place) to enhance risk
management, risk culture and understanding across the Organizations that participated in the
WIPO Survey to UNRIAS, and in particular at senior level, the recurring themes and topics
summarized below, highlight among others, the need to enhance managementaccountability,
discussions on risks at high levels (tone at the top), raising risk awareness, and capacity
building.

6 Risk Management Association https://w ww.rmahg.org
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Figure U: Summary of Mentions — Enhancing the Culture. 10D External Survey on ERM

Integrate Risk Management with planning, budgeting,
performance management, and other processes

w

w

Move from documentation exercise to management of risks

Annual assurance report/risk reports

N

Discuss appetite—sign-offappetite statement

w

implement ERM Framework, Registers, 3LoD, COSO

(6]

Management responsibility to discuss risk in meetings across
organization focus group —embed risk

Risk management groups/committees, Audit committee,
Board, Senior Management meeting - discussrisksand set...

[e)

Risk management training and awareness program

o
[
N
w
N
wv
(o)}
~
(o]

Source: 10D External Survey on ERM

187. Furthermore, effective Tone at the Top s a prerequisite to a commitment to continuous
improvement that is essential for risk management to function effectively, and for the risk culture
to evolve.

188. 10D notes the positive comments from WIPO Sectors regarding the importance of the
Risk Management and Internal Controls, including the tone set by the Director General on the
need to take calculated risks to better serve users of WIPO services.

189. 10D highlights the importance of cascading the abovementioned message further down
the hierarchy, supported by a series of initiatives highlighted in this report, to among others,
address the current perception that WIPO is “Risk Averse”.

« 10D Internal Survey

1 Twenty-five per cent of respondents® felt that a risk management culture is effectively
embedded in their Sector/Division, and 45 per cent were somewhat of the same
opinion, against 15 per cent who somewhat disagreed and eight per cent who
disagreed. However, only five per cent of respondents® agreed that the current risk
culture encourages taking risks, 18 per cent somewhat agreed, against 70 per cent
who somewhat disagreed and disagreed (35 per cent somewhat disagree and 35 per
cent somewhat disagreed).

10D Internal Survey mentions:
I = “The culture for taking calculated risks is present in some parts of the business, but

not prevalent.”

= “Actually, there is a disconnection between the risk management and the
Organization's hyper-reluctance to the taking of risks. This is a question of overall
policy; the risk management process in the Organization is not at stake”.

= “Whilst the new administration encourages us to embark on innovative projects and
initiatives, the nature of the Organization and our rules and procedures require
prudent management of our resources and cognizance of our reputation”.

8 Annex Il, Question 31
66 Annex Il, Question 30
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= “Thisis a risk averse organization as a rule for several reasons including being a
part of the UN system. Yet we need risks to keep up with the industry and the
corporate sector’.

= Having a more risk-friendly culture would be beneficial in my view’.

= “There is a culture of fear of failure, making it difficult to take steps forward’.

=  “WIPO has a zero risk appetite - Management culture does not encourage it’.

= “Our division has very strong controls over key risks in place. Sometimes too many
- in that, trying new or innovative things can be problematic and challenge the
culture”.

=  “We are generally discouraged from registering risks relating to insufficient human
resources.

» “Risks can be rejected or rewritten”

190. To properly push the tone from the top further down the line, there must be an appropriate
Buy-in from Management, who supports the value of collective risk conscious culture, and is
committed and understands the importance and benefits of risk management.

191. The majority of participants to the IOD internal survey were P5 and/or D grade, which
correlates with IOD’s expectations of staff members who should take the lead on risk
management at operational level. However, IOD also notes the minimal participation of
leadership, who are accountable for setting the tone.

« IOD Internal Survey

1 Further, 50 per cent of respondents®’ indicated that they took part in the organizational
risk management process because they are obliged to, against 43 per cent who
participate in the process because they consider it useful. Other comments include
“because itis both useful and required”.

I0OD Internal Survey mentions:
I« “Tendency to consider the risk management as just a formal bureaucratic tool”.
=  “We do not bother dealing with the risk management system because it is too much
bureaucracy’.

192. A relevant number of participants to this survey are members of AFMS, which can be
explained by their proximity to risk management. However, IOD would reiterate the need for
risk management to be the concern of all Sectors of the Organization. The significantly low
participation from other Sectors illustrates the low interest, commitment and potentially low
understanding of risk management among key stakeholders responsible for among others
setting the tone and driving the risk conscious culture. Specifically, IOD highlighted the
following Sectors with less than 10 per cent participation that need to better engage and
contribute to enhancing the risk management culture.

67 Annex Il, Question 26
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Figure V:_ Significantly Low Participations

IP and Innovation Ecosystems Sector
Global Challenges and Partnerships Sector
Copyright and Creative Industries Sector
Patents and Technology Sector

Sector of the Director General

0% 1% 2% 3% 4% 5% 6% 7% 8%
Source: 10D Internal survey data

193. Going forward, Sector leadership, Management, and staff members of the Organization
should engage with the Office of the Controller to address their needs and make suggestions on
challenges and opportunities that would enable an enhanced risk conscious culture to grow
across the Organization. Furthermore, there is also a need to align regulations, rules,
procedures and practices with an environment that encourages taking risks. Failingto consider
this alignment will result in bottlenecks, frustrations, and increase of the risk of failure and
overall discouragement.

s« lOD External ERM Survey
1 Overall, risk culture and practices vary across organizations, with a number of
similarities noted. Nevertheless, a majority agree that continuous engagement top
down and across the organization led by senior management supported by clear
accountability, effective communication and training, are relevant elements to enhance
the risk management culture.

(i)  Transparency and Leaming from Lessons

194. Risk transparency creates a more robust risk culture within an organization, and enables
relevant information to flow faster, to among others, reduce organizational “blind spots”.
Therefore, it is very important to create an atmosphere of openness and effective information
exchange.

« IOD Internal Survey
1 10D notes that while 58 per cent and 15 per cent of respondents®® respectively agreed
and somewhat agreed that they do not feel pressured not to record certain risks such
as risks with potentially significant monetary impacts, there is however, 13 per cent and
15 per cent respectively who somewhat agree and agree to have felt such pressures.

195. Some collected feedback suggests that situations of reluctance to recognize certain risks
do occur. The following was mentioned as potential causes:

(a) There may be a pressure not to report political risks. Therisk registeris widely
available to staff, and politically sensitive risks may create more of a problem than they
solve;

68 Annex Il, Question 27

50



World Intellectual Property Organization
IA 2021-01

(b) Sometimes risks like “not enough human / financial resources” are not accepted just
because they had to be taken into accountduring the work plan preparation; therefore,
such risks add little quality to the risk register, and just overloadit; and

(c) It could also be risk immaturity on the part of the person pressurizing against
reporting the risk. Sometimes people feel if they acknowledge that something may fail,
that may happen, or that it may reflect badly on them.

196. While IOD recognizes the importance of “Need to know” principle, it cannot be a reason
for not disclosing the risk information. Risk information in WIPO risk registers must be as
complete as possible to enable an effective management of risks and opportunities. Shifting
from the perception of “blame and fear to fail culture” to a more risk aware culture supported by
the right mindset, awareness raising, capacity building initiatives, and encouraging learning from
mistakes, would serve the risk culture of the Organization. Where appropriate, calculated risk
taking within the Risk Appetite should be encouraged to promote innovative solutions and gain
the competitive edge.

Point for Consideration
9. Develop initiatives to enhance the risk management culture, such as:

(a) Taking measures to further enhance the tone at the top on risk management,
raise risk management commitment, and capacity building; and

(b) Putting in place processes and practices to encourage and support calculated risk
taking.
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in their PMSDS to ensure
commitment and accountability.”
Further follow up is proposed |
collaboration with HRMD, after

HRMD’s review of objectives in
PMSDS.

Implementation action: Inclusion
of risk management as a standard
organizational competence.

IA 2021-01
TABLE OF RECOMMENDATIONS
No. Recommendations Priority | Person(s) Other Management Comments and Deadline
Responsible | Stakeholder | Action Plan
1. The Office of the Controller in collaboration Medium Assistant Director, OC has shared the draftrevised | 31.07.2022
with the Risk Management Group and Sector Controller, Program WIPO Risk Appetite Statement | (after the
Risk Coordinators should raise staff Risk Planning and | with RMG and SRCs, and Assemblies)
awareness about the WIPO Risk Appetite Assurance Finance invited comment. Through
Statement. and Internal (Controller) | Sector Leads, OC has
Controls requested broad-based input on
Specialist the RAS and received feedback
from across the Organization.
Implementation action: Out reach
process leading up to the
presentation of the Risk Appetite
Statement to the PBC
2. Sector Leads and Relevant Managers should | Medium Assistant Director, In an email to Sector Leads, the | 31.03.2023
ensure that the PMSDS of designated staff Controller, Program Controller has reminded that (for 2023
members include objectives related to their Risk Planning and | “the Joint Inspection Unit’s PMSDS)
role as Sector Risk Coordinators. Assurance Finance advice that the risk management
and Internal (Controller) | responsibilities of Sector Leads,
Controls Directors and Sector Risk
Specialist Coordinators should be reflected
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responsibilities towards Risk Management
and Internal Controls.

training offerings in 2023. These
offerings will align with efficient
ways of learning using new
technology and media tools.

Implementation action:
Availability of a variety of training
offerings that address staff needs at
different levels.

IA 2021-01

No. Recommendations Priority | Person(s) Other Management Comments and Deadline

Responsible | Stakeholder | Action Plan

3. The Office of the Controller should review Medium | Assistant Director, OC recognizes that the risk 31.12.2023
and update the Risk Manual, including Controller, Program manual would benefit froman (Updates to
guidance for risk responses, risk escalation Risk Planning and | update and proposes to do so be finalized
(including project risks), and the relationship Assurance Finance during the 2022/23 biennium. in 2023)
between risks and controls. and Internal (Controller)

Controls Implementation action: Issuing of
Specialist a revised Risk Manual.

4. The Office of the Controller in coordination Medium | Assistant Director, OC recognizes that risk 31.12.2023
with the Internal Training Program of the Controller, Program management and internal (Scoping in
WIPO Academy, should further raise risk Risk Planning and | controls awareness would 2022 and
management and internal controls awareness Assurance Finance benefit from being raised further. | offerings in
by introducing updated training offerings to and Internal (Controller) OC has in their 2022 work-plan | 2023)
address the needs of staff members at Controls to undertake a scoping exercise
different levels and relationships and Specialist in order to present updated
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Annex|. Risk Rating and Priority of Recommendations
AnnexIl. IOD Survey on Enterprise Risk Management at WIPO
AnnexIIl. IOD External Survey on Enterprise Risk Management (UNRIAS)
Annex IV. Analysis of WIPO Risk Appetite Statement Based on Guidance from
Recognized Organizations
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Annex X. Annex withheld
Annex XI. Annex withheld
Annex XII. Annex withheld
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ANNEX I: RISK RATING AND PRIORITY OF RECOMMENDATIONS

The risk ratings in the tables below are driven by the combination of likelihood of occurrence of
events and the financial impact or harm to the Organization’s reputation, which may result if the
risks materialize. The ratings for recommendations are based on the control environment
assessed during the engagement.

Table 1.1: Effectiveness of Risks/ Controls and Residual Risk Rating

Compound Risk Rating
(Likelihood x Impact)

Medium

Control
Effectiveness

High

Table 1.2: Priority of Recommendations

Priority of Recommendations Residual Risk
Rating

Requires Urgent Management
Attention

Requires Management Attention Medium

Routine in Nature _

Points for Consideration (PfC) - When relevant, IOD may issue PfCs which are suggestions
that are not formally tracked by IOD but merit management attention. PFCs relate to issues that
taken either individually or in combination do not significantly affect the result of the
engagement, but can, in addition to formal recommendations, presentopportunities to add
further value.

[Annex Il follows]
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ANNEX II: 10D SURVEY ON ENTERPRISE RISK MANAGEMENT AT WIPO

1. am aw are of WIPO’s Accountability

Framew ork, Risk Management Policy,

Risk and Internal Control Manual, and
Risk Appetite documentation.

2. | know w here to find the relevant Risk
Management and Internal Controls
documentation on the Intranet.

Not aware 2% No 37%
Somewhat 1
47%
aware
Aware 51%
t T T \ 0% 20% 40% 60% 80%
0% 20% 40% 60%

3. lunderstand, and know how to apply
WIPO risk appetite and threshold
information found in the Risk and Internal
Control Manual, in my decision making

process.

Other (please
explain)

Not sure (I need
more guidance)

Somewhat 37%

Fully

0% 20% 40%

4. | believe that WIPO's risk management
framew ork is fit-for-purpose and aligned w ith
the strategy and results based management.

Other (please explain)
Disagree
Somewhat disagree

Somewhat agree 39%

31%

0% 10% 20% 30% 40% 50%

Agree

5. WIPO's risk management and internal
control documentation is relevant and
useful in my day-to-day management of
risk.

Other (please explain) 2%

Disagree

Somewhat disagree

Somewhat agree 37%

24%

0% 10% 20% 30% 40%

Agree

6. | am aw are of the differentrisk
management and internal control trainings
available inthe WIPO Enterprise Learning

Management (ELM) system.

Not aware 33%
Somewhat aware 43%
Aware 24%
0:% 1(;% 2(I)% 3(;% 4(I)% 5(;%
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7. I have been provided w ith adequate
training on risk management and internal
controls at WIPO.

Disagree 18%

1

14%

Somewhat disagree

Somewhat agree 24%

Agree 43%

0% 10% 20% 30% 40% 50%

8. | have attended at least one training
(Virtual, in-class, online self-learning) on Risk
Management and Internal Controls in the last

twoyears.

Never attended a training

More than 2 years ago 39%
No 27%
Yes 24%
0% 10% 20% 30% 4% 50%

9. | know how to formulate Risks,
Likelihood, Impact and Severity.

I need additional

10%
support

Somewhat—I can get by

10. In my opinion, the current system of one
risk scale for organizational and program risks
w orks sufficiently.

Other (please explain)
Disagree

Somewhat disagree

Somewhat agree 37%
Yes fully 47%
Agree 27%
0% 10% 20% 30% 40% 50% 0% 10% 20% 30% 40%
11. In my view, the numbers of mitigating 12. In my view, w hatpercentage of my
actions/controls recorded in my risk Sector/Department/Division/Unit’s mitigating
register are: actions/controls recorded in my Risk Register
are efficiently designed and fit-for-purpose?

Other (please explain)

Other (please explain)
Too many to address

the number of risks Below 20%

Not adequate to address 20-39%

the number of risks

0,

Somewhat adequate to 40-59%

address the number of... 60-79%

Adequate to addressthe o
number of risks 45% 80% and above 51%
0% 10% 20% 30% 40% 50% 0% 10% 20% 30% 40% 50% 60%
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13. If you have internal controls for w hich

you are identified as ow ner, is the annual

control assessment process efficient and
effective?

Other (please explain)

| do not own any controls

Not efficient and
effective
Somewhat efficient and
effective

40%

Efficient and effective

0% 10% 20% 30% 40% 50%

14. The Central Risk Team (Office of the
Controller) is responsive and supportive.

I have never met the
. 8%
Central Risk Team
Somewhat disagree . 8%

P 23w

— 63%

0% 20% 40% 60% 80%

Somewhat agree

Agree

15. Our Sector Risk Coordinator provides
useful advice, support and coordination.

I am a Risk Coordinator

I do not know our Sector
Risk Coordinator

Disagree

Somewhat agree (needs
more guidance and/or...

Agree 53%

0% 20% 40% 60%

16. The risk management system (Acuity
Stream™) is user friendly and useful.

I have never used the
system

Disagree 33%

Somewhat disagree

Somewhat agree

Agree 13%

0% 10% 20% 30% 40%

17. 1 am aw are that | have to escalate
significant and relevant project risks to the
corporate risk register (if and w hen
applicable).

Not aware (I have not
. . 3%
been involved in...

Not aware (I have not
‘ N 1s%

received any...

A 33%

Aware — 48%

0% 10% 20% 30% 40% 50%

Somewhat aware (need
more guidance)

18. | know how to escalate these relevant and
significant project risks to the corporate risk
register.

Other (please explain)

No (I have not been
involved in...

No (I have not received any

guidance)
Somewhat (need more
. 43%
guidance)
Yes 35%

0% 10% 20% 30% 40% 50%
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19. | have escalated relevant and
significant project risks to the corporate
risk register:

Other (please explain)

No (I have not been

20. | regularly run risk reports.

I do not run risk reports 28%

|

Rarely (once a year)

involvedin...
No, never 53% Sometimes (2-3 times a
year)
Yes, within the last 4-5
years i
o Yes (4 times and above a
Yes, within the last 1-3 5%
30% year)
years
0% 20% 40% 60% 0% 10% 20% 30% 40%
21. lreceive/read risk reports, and the 22. The risk management system satisfies my
current content and quality of risk reports Sector/ProgranmyDepartment/Division’s current
are relevant and suitable to support risks requirements and needs, including for
management in our recording risks and tracking related mitigating
Sector/ProgranyDivision. actions and controls.
Other (please explain) Other (please explain)
I do not receive or... .
Disagree
Disagree
Somewhat disagree
Somewhat disagree
0,
Somewhat agree 359% Somewhat agree 38%
Agree 30% Agree 28%
0% 10% 20% 30% 40% 0% 10% 20% 30% 40%

23. Who updates your risks in the
system? (Select all that applies)

Other (Please explain) h 10%

N 13%

The Central Risk team

Sector Risk Coordinator 35%

A team member

P %

— 48%

0% 10% 20% 30% 40% 50%

Ido

24. How often do you (or a designated person
in your team) update your risk registers in
Acuity Stream™?

Other (please explain)

I (we) do not update

5 times and above peryear
4 times per year

3 times peryear

2 times peryear

Once a year

0% 10% 20% 30% 40%
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25. | believe our current risk management
processes and practices are responsive to
changes in my area’s business
environment and emerging threats.

Disagree h 8%

Somewhat disagree - 23%
Somewhat agree | s0%

Agree _ 20%

0% 20% 40% 60%

26. |take partin risk management processes
because:

Otherreason (please

. 8%
explain)

I have to 50%

0% 10% 20% 30% 40% 50% 60%

27. |feel pressured not to register or
report certain risks, forinstance those with
potentially significant monetary impacts.

Somewhat disagree - 15%

Somewhat agree - 13%

Agree F 15%

0% 20% 40% 60% 80%

28. | was satisfied with the process of
identifying risks to be included in the Biennial
Program of Work and Budget 2022/23.

I did not take partinthe
process

Not satisfied
Somewhat dissatisfied
Somewhat satisfied

35%

Satisfied 35%

0% 10% 20% 30%  40%

29. Beyond compilation of risks identified
for the Program of Work and Budget do
you find the organizational risks identified
useful for cross sectorial workand their
management.

Other (please explain)

Not useful

Somewhat useful 43%

Useful 18%

0% 10% 20% 30% 40% 50%

30. Based on my know ledge and experience,
the current risk culture encourages taking
risks.

Other (please explain)
Disagree 35%
Somewhat disagree

35%

Somewhat agree

Agree 5%

0% 10% 20% 30% 40%
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31. Based on my know ledge and experience, a risk management culture is effectively
embedded in my Sector/Program/Division.

Other (please explain) 8%

Disagree 8%
Somewhat disagree

Somewhat agree

Agree

45%

0% 5% 10% 15% 20%

25% 30% 35% 40% 45% 50%

32. Based on my know ledge and experience,

Programy/Sector/Division at:

I do not know
Advanced (well structured, strong evidence of embedding,
monitoring, escalation, use of information in strategic...

Established (defined framework, evidence of embedding,
and information used in operational decision making)

In development (structured, some system, monitoring and
reportingin place)

Beginner (unstructured and ad hoc)

| would rate the risk maturity of my

45%

5%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

33. Based on my know ledge and experience, | would rate the risk maturity of WIPO as a

w hole at:

I do not know h 8%

Best in class (fully embedded risk management, monitoring . 3%
0

and escalation used at all levels of the organization,...

Advanced (well structured, strong evidence of embedding, _ 13%
0

monitoring, escalation, use of information in strategic...

Established (defined framework, evidence of embedding,
: - : - cion making I 45%
and information used in operational decision making)

In development (structured, some system, monitoring and _ 28%
reportingin place) °

Beginner (unstructured and ad hoc) F 5%

0%

10% 20% 30% 40% 50%
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ANNEX Ill: 10D EXTERNAL SURVEY ON ENTERPRISE RISK MANAGEMENT (UNRIAS)

Question 1. Organization — 30 participating Organizations responded to the Survey

2. Do you have in place the follow ing elements of a Risk Management Framew ork? (select
all that apply)

100% -

90% - 87%

80% -

70% -

60% - 57%

>0% - 43% 40%

40% - 33%

30% -

20% -

10% -

0% T T T T 1

Accountability Risk Management Risk Manual Internal Controls Risk Appetite
Framework Policy Manual Statement

3. If your Organization has established a Risk Appetite Statement, how oftenis the
statement review ed and updated?

60% -
50%
50% -

40% -

30% -
20% 20%

20% -
1 7%
ox . e | | |

Once ayear Onceevery2-3 Onceevery 4-5 Onceevery 6 No formal fixed Updatedas Not applicable
years years years and above timeline required

4. Has your Organization established a Risk Management Function/Division/Section/Unit?
63%

70%

60%

50%

40%

30%

20%

10%

0%

Yes Yes (an individual) No In progress
(Function /Division/Section/Unit)
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Question 5: If your Organization has established a Risk Management Function/Division/Section/Unit,
what is the structure (risk specialists, risk officers, head, etc.) and reporting line, and how many staff
members make up the Team?

Structure

Unit
5%

Reporting Lines

Section

Team
17% ' 11%

CFO,/COO/ Director/Senior
Director

Function
Office 17%

22%

I -
ADGNP/DDG/Chief of
Staff/Executive Officer/ Other - 4

direct reports to DG,ED, or

President

“ Directorate/ President/Director

Vice Division
Presidency Department 11%
6% 11%

General Executive Director 8

10

o
N
N
(<)}
(o]

Question 5 cont...: If your Organization has established a Risk Management
Function/Division/Section/Unit, what is the structure (risk specialists, risk officers, head, etc.) and

reporting line, and how many staff members make up the Team?

Risk Management Staff Size

>so [ 1

2140 [ 1
(O]
5
S 1620 GG
o
Q
N
(7] -
L 1115 N
(48]
)
(V]

e-10 I 2

25 I o

0 2 4 6 8 10 12

Number of Organizations
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6. If your Organization has a risk management process, does it integrate with: (select all
that apply)?
70% 62%
60%
50%
40%
30%
20%
10%
0%
Internal Controls processes Results Based Management Other functional risk Other (please explain)
management, such as
Information Security 5 out of 11 “in progress’
3 outof 11 “to some extent”
3 outof 11 “notintegrated”
7. Does your Organization have a Risk Management System, and if so, does it integrate
Internal Controls management? (internal controls are linked to risks in the system, to
demonstrate the relationships)
- 28%
30% 24%
25% -
20% - 17% 17%
14%
15% -
10% A
5% -
0% T T 1
Yes, we have aRisk  Yes, we have aRisk Yes we have a Risk  No, we do not have a Other (please explain)
Management system Management system Management System Risk Management
thatintegrates the thatdoes notintegrate and integration with system
management of management of Internal Controlsis
internal controls internal controls  planned orin progress
8. Do you have a formal Risk Management 9. Is Risk Management training mandatory
training course in place? to all staff?
0, - 0 -
60% 45% 40% 40%
48% 40% -
(]
50% - 359 -
30% -
40% A
0 -
31% 2% 20%
30% - 20%
15%
20% 10% -
10% 10% 5% A
10% 1 0% ; ; .
Yes, to all staff Yes, to Not Other (please
0% - T T T designated  mandatory explaininthe
Yes No In progress Planned staff comment box)
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10. Does your O_rganization use Risk 11. Are updates of Risk Register(s)
Register(s)? Mandatory?
100% - 90% A 84%
0
90% - 86% 80% -
80% - 70% -
70% - 60% -
60%
50% -
50% -
40%
40% -
0, -
30% - 30%
20% - 20%
9 9 8% 8%
0% 7% 7% 10% -
6
0% N e 0% N N
Yes No In progress Yes No Planned
12. How often should Risk Register(s) be updated by the different
Departments/Division/Section/Units?
50% A
45% - 43%
40% A
35%
30% -
25%
20% 19%
6 -
15% A
10% 1 5% 5%
5% -
0% n T T
Once a year 2-3 times peryear  4-5times and No fixed timeline Asrequired Not applicable

above peryear

13. Based on your know ledge, select the most appropriate statement(s) about Project Risks
(select all that apply).

Other (please explain)

We are currently not in a position to make this assessment

We have so far not seen any project related riskin the corporate or
entity level risk register

Applicable significant project risks are escalated to the corporate or
entity level risk register

There is no formal process in place to ensure that applicable 46%
significant project risks are systematically escalated to the... °
There is a formal process in place to ensure thatapplicable

significant project risks are systematically escalated to the...

Projectrisks are recordedin the relevant
Department/Division/Program risk register

Projectrisks are recorded in separate risk registers from the
Department/Division/Program risk registers

29%

0% 10% 20% 30% 40% 50%
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14. Do your Risk Register(s) include mitigating Controls?

80% - 75%
70%
60%
50%
40%
30%
20%
10%

0%

Yes No In progress Planned
15. Please select the most appropriate response and provide applicable information on the
number of risks and controls in your Organization’s Risk Register(s)
30% - 29% 29% 29%
25%
20% -
14%

15% A
10% A

5% -

0% -

Our system enables us to know We only know the total number ~ We are not in a position to Other (please explain)
the total number of risks and of risk and controls in the determine the total number of
controls in our Risk Registers corporate/entity level Risk risks and controls
(please indicate the number of ~ Register (please indicate the
Risks and controls inthe number of Risks and controls in
comment box below) the comment box below)
16. Based on your know ledge, select the most appropriate statement about the balance of
controls and risks in your Risk Register(s):

35% - 32%
30% -
25%
20%
15%
10%

5%

0%

Thereis a good There are too many The number of ~ We are currently not This assessment is Other (please
balance of effective controls forthe  controls recorded in in a position to make plannedorin explain)
controls to address number of risks theriskregisters this assessment progress
risks recorded inthe  recordedinthe seem insufficient and

register registers, hence could resultin
potential duplicates inefficient
and possible management of risks
inefficiencies
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70%

17. Other than Internal Auditors, does your Risk Management function (or equivalent) test
controls recorded in the Risk Register(s)?

61%
60%
50%
40%
30%
20%
10% -
0%
Yes, regularly  Yes, intermittently, No, the Risk No, thereis no risk  No, we don’t Other (please
duetolimited function/individual management record controlsin explain)
resources does not perform function/individual the risk register(s)
tests of controls
18. If your dedicated Risk Management function (or individual) performs control testing,
w hich statement below is appropriate about test documentation and recording results for
audit trail purposes among others?

70% 61%
60%
50%
40%
30% 21%
20% 1 11%
10% 7%

0% T T T 1
Controls testing work We sometimes We only record test Neither controls Other (please explain)
papers and results of (depending on results (in a system or testing, nor the )

testing are both criticality) document manually). ensuing test results are Not applicable12
documented and and record both our documented or outof 13
recorded (in asystem controls testing and recorded. Planned 1 out of13
or manually). the ensuing test
results (in a system or
manually).
19. Has your Organization implemented an efficient and effective tool to run Risk Reports?
35% 32%
30%
25%
20%
15%
10%
5%
0%

Yes, it is part of the Yes, it is a separate Itis under Itis planned No tool available Other (please
Risk Management tool implementation explaininthe
System comment box)
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20. In your view, is your Organization’s Risk Management Framew ork and practices aligned
w ith the Strategy/Program & Budget objectives/ Work Plans?

40% 36%
30%
20%
10% 0%
0% T \
Yes No Somewhat In progress This alignment has not

been verified

21. What measures/ practices has (or can) your Organization put in place to enhance the Risk culture and
understanding across the Organization and in particular at senior level?

Recurring themes and topics

Integrate Risk Management with planning, budgeting, ... I ——————————— 3

Move from documentation exercise to management of... I 3
Annual assurance report/risk reports I

Discuss appetite—sign-offappetite statement INEEEEE——————— @ 3

(2]

implement ERM Framework, Registers, 3LoD, COSO
Management responsibility to discuss risk in meetings... S 7
Risk management groups/committees, Audit committee,... IEEEEEEEEEEEEEEEEEEEEEENN—

Risk management training and awareness program IIIE————_—_ 3

o
[
N
w
IS
v
(o))
~
(o]
(Vo]

22. Other comments or suggestions/good practices you feel can help further enhance risk Management

The focus of response was among others on, the tone at the top, the need to enhance risk discussions at all
levels of the organization, reduce bureaucratic nature of the risk process, and regularly assess maturity to identify
gaps to address.

Recurring themes and topics

Inegrate riskand tools NG
communication and outreach NN 3
Training I 3
assess maturity NN 3

Resources N 1
ERM framework and 3LoD NN
tone atthe top NN

[Annex IV follows]
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ANNEX IV: ANALYSIS OF WIPO RISK APPETITE STATEMENT BASED ON GUIDANCE FROM RECOGNIZED ORGANIZATIONS

Topic - .
“ Benchmarks sourced from best practices

Articulation and
Wording of the
Risk Appetite
Statement

Alignment with
the Strategy

IRM - Risk appetite
and tolerance
guidance paper

COSO - Risk Appetite
- Critical to Success

GFF - Risk Appetite
Guidance Note

IRM - Risk appetite
and tolerance
guidance paper

HLCM Guidelines on
Risk Appetite
Statements

COSO - Risk Appetite
- Critical to Success

There is a good balance betw een complexity and excessive simplicity of the Risk
Appetite Statement (RAS). The RAS is practical, guiding management to make
risk-intelligent decisions.

COSO suggests organizations adopt language that resonates w ith both the
stakeholder group and at varying levels w ithin the organization.

Stakeholders prefer risk statements that are not generic, but rather refer to how
management and the board run the organization. Often, as organizations
become more experienced and their risk management capabilities mature, their
appetite statements become more precise. COSO suggests that organizations
view the current level of precision in their appetite statement and ask if it has
evolved as overall risk management capabilities have matured.

COSO suggests organizations use language that mimics that used for strategy
and objectives.

Risk Appetite and Risk Tolerance differ

RAS should specify w hether their appetite statements apply to a risk's inherent
or residual assessment

The risk appetite statement clearly describes the linkage betw een the Risk
Appetite, Risk Tolerance and Performance over time. The RAS clearly explains
While Risk Appetite is about the pursuit of risk, Risk Tolerance is about w hatyou
can allow the organization to deal w ith.

Effective Risk Appetite Statements should not be fully stand-alone but rather
have a clear anchor to the wider organizational design. The Risk Appetite
Statement should be aligned w iththe organization’s purpose, vision and values,
take into consideration the organization’s operating environment, and be
informed and shaped by the risk maturity.

The development of risk appetite should align w iththe development of strategy
and business plans, otherwiseit may appear that view s on strategy and risk
appetite are conflicting. Approaches: Objective-focused approach; Risk-
focused approach. COSO suggests organizations adopt an objective-focused
approach, w hich cascades into risk considerations, unless there are specific
regulatory or other business reasons limiting this choice.

COSO suggests that organizations capture key inputs and consider how to
incorporate them into risk appetite (e.g., mission and vision, current strategic
direction, risk profile, and culture).

69

IOD Comments on current WIPO
RAS

*Good balance betw een complexity
and excessive simplicity;

*The language mimics that used for
WIPO Strategy and Expected Results.

*While the RAS does not explain the
difference betw eenthe RA and Risk
Tolerance, it is explicitly explained in
the WIPO Risk and Control Manual.

*Current Risk Appetite structure is
based on the components of the WIPO
Accountability Framew ork. This setup
makes it difficult to demonstrate the
linkage betw eenthe Risk Appetite and
WIPO Strategic Goals. It is suggested
to consider the restructuring of the
Risk Appetite Statement in order to
demonstrate a clear alignment with
WIPO Strategic Pilars, Expected
Results and associated Risks.
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Topic - . IOD Comments on current WIPO

HLCM Guidelines on
Risk Appetite
Statements

IRM - Risk appetite
and tolerance
guidance paper

Risk Appetite

Scaling:
strategic, . .
tacticgl COSO - Risk Appetite
Operatior;al - Critical to Success
levels
HLCM Guidelines on
Risk Appetite
Statements
IRM - Risk appetite
and tolerance
guidance paper
Risk Taking,
Opportunities
and
Performance

COSO - Risk Appetite
- Critical to Success

COSO suggests organizations keep the organization’s strategic plan, including
mission and vision, at the forefront of facilitated discussions on appetite. Avoid
biasing discussions tow ard only one or twolines of the business.

COSO suggests to develop and communicate a common approach for grouping
appetite into categories that align with strategy, objectives, or risks.

It is important to determine how the organization will ensure that risk appetite will
be forw ard-looking and aligned w iththe organization’s strategic goals.

Risk appetite is not a single, fixed concept. There is a range of appetites for
different risks w hich are aligned.

The Risk Appetite is addressed throughout the organization; there are different
Risk Appetites at a strategic, tactical and operational levels.

The RA Is intentionally broad to apply across an organization, recognizing that it
may differ within various parts of the organization w hile remaining relevant in
changing business conditions

COSO suggests that organizations develops a view on how risk appetite wil
cascade into the organization through the use of tolerance, indicators and
triggers (e.g., at the board and senior management level, day-to-day-operations,
compliance, and monitoring).

It is important to determine how risk appetite will be cascaded dow nto business
units; how w ill risk appetite take into account differing view s at a strategic,
tactical and operational level.

The RAS explicitly states, w hatare the risks the organization IS willing to take;
NOT willing to take (Propensity to take risks).

The management at Strategic level has a proportionally higher propensity to take
risk than to exercise control. Atthe same time, the management at Operational
level is more about exercising control.

RA is not about making all decision-makers risk-averse, but about

encouraging decisions that recognize that every successful

organization takes risks. This may be done by linking risk considerations w ith
strategy setting or by incorporating both low er and upper boundaries of risk into
appetite statements.

70

* Current WIPO RA Statements is
focused on Strategic Level risk
management. The document could
render more value by providing
guidance on the application of the Risk
Appetite at all levels (Strategic,
Tactical, and Operational).

*The RAS could include the statement
on importance of Risk Taking and
Exploiting the Opportunities. The

w hole RAS content should support that
statement w here relevant.

* The RAS could include areas, w here
management w ould accept higher risk
for greater performance or w hether it
w ould be satisfied to accept low er
performance to limit risk.
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Topic - . IOD Comments on current WIPO

GFF - Risk Appetite
Guidance Note

HLCM Guidelines on
Risk Appetite
Statements

IRM - Risk appetite
and tolerance
guidance paper

COSO - Risk Appetite

Risk Appetite - Critical to Success

Metrics HLCM Guidelines on

Risk Appetite
Statements

HLCM Guidelines on
Risk Appetite
Statements

RM Capacity
and Maturity
and RM Culture

IRM - Risk appetite
and tolerance
guidance paper

COSO suggests organizations develop a philosophy on risk-taking and
performance; forexample, w hether it would accept higher risk for greater
performance or w hether it w ould be satisfied to accept low er performance to limit
risk.

Public sector organizations cannot be culturally risk averse and be successful.
Effective and meaningful risk management in government remains more
important than ever in taking a balanced of risk and opportunity in delivering
public services

RAS sets out to propose that risk taking is a business necessity, since seeking
zero risk is prohibitively costly, and moreover that some objectives deserve to
attract relatively more or less risk that other objectives.

The risk appetite metrics / indicators are sufficiently measurable; they are
supported by good data governance.

The RAS explicitly states, w hatare the levels of controls applied to significant
risks (Propensity to exercise controls).

The RAS distinguishes betw een "fast" and "slow " clock speed risks and
describes the organizational appetite tow ards these tw o different types of risks.
[Best Practice].

Risk appetite is much more than a metric.

With the increasing availability of data and data analytic tools, organizations may
develop data rich contexts that provide insight into the impact of various strategic
and operational decisions on entity performance.

A default level of risk appetite may be particularly useful for organizations that
may frequently have to enter into new forms of activities that otherw ise w ould
lack a risk appetite level initially.

It is important to determine how will risk appetite guide decision making, facilitate
measurable actions and support monitoring.

Risk function Capacity and the overall RM Maturity are at sufficient level and
there is a RM Maturity Improvement processin place. These are pre-requisites
for high-quality Risk Appetite statement.

71

*While WIPO Risk and Internal
Controls Manual explains different
dimensions forimpact assessment
(financial, reputational, personal
damage, etc.), the Risk Appetite
Statement does not contain this
information. It makes the RAS rather
"academic" and less practicable in
everyday decision making. Moreover,
the existing dimensions are not alw ays
relevant for operational / project level
risks.

*RAS may include the approach to
dealing with "fast"and "slow " clock
speed risks and describe the appetite
tow ards these tw o different types of
risks.

*Some organizations also state w hat
main controls are applied to different
types of Risks in the RA Statement.
*RM Maturity at WIPO is sufficient to
produce high-quality RAS.
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Topic - . IOD Comments on current WIPO

HLCM Guidelines on
Risk Appetite
Statements

COSO - Risk Appetite
- Critical to Success
IRM - Risk appetite
and tolerance
guidance paper

COSO - Risk Appetite
- Critical to Success

Consultations
with
Stakeholders

GFF - Risk Appetite
Guidance Note

HLCM Guidelines on
Risk Appetite
Statements

COSO - Risk Appetite

.. - Critical to Success
Communication

and reporting

IRM - Risk appetite
and tolerance
guidance paper

While it is possible to introduce a formal Risk Appetite Statement at any level of
risk maturity, it may be more useful for United Nations organizations to
implement risk appetite w hen they are otherw ise at the Developing or
Established maturity level in most or all of the dimensions of the Reference
Maturity Model.

Applying appetite requires a culture that is aw are of strategy, objectives, and
risk.

The development of the Risk Appetite Statement included appropriate
consultation with relevant external and internal stakeholders (At least DG, ADG,
DDG, RMG, Nations).

Boards and management often consider appetite in relation

to only a few stakeholders—typically shareholders and

regulators. That view is limited. Stakeholder activism can become more vocal
w hen stakeholders view actions as outside their boundaries of acceptable risk,
at times going so far as impacting the reputation, brand, and trust in the
organization.

COSO suggests organizations include in the development of appetite both
senior levels of management and those engaged in day-to-day activities.
Facilitated sessions engaging stakeholders, including Function leads as
appropriate, are required to support the development of optimal and tolerance
levels. This approach may range fromin-depth processes involving wide
ranging stakeholder engagement, to focused engagement with senior
management.

While an organization’s senior leadership is responsible to articulate its risk
appetite (for governing body approval), it is also important to understand and
engage other stakeholders throughout the process of developing and
implementing risk appetite.

Once an overall risk appetite is developed, management must then choose a
mechanism for communicating it. The clarity of communicating appetite
improves w henthere is a commonly applied structure, one that considers the
choice of language, the intended level of precision, and preferably a focus on
strategy and objectives rather than risks. Regardless of approach, appetite does
need to flow fromthe board dow nthrough senior management, middle
management, operational leaders, and staff.

Each organization should determine the best w ay to communicate appetite to
operational leaders in a manner specific enough to provide clarity to those
tasked with monitoring w hether risks are being managed w ithin appetite.

“The organization’s risk appetite should be established and/or approved

by the board (or equivalent) and effectively communicated throughout

the organization.

72

*While the RM Culture at WIPO needs
an enhancement, it impacts mainly the
application of the RAS in everyday
operations, not RAS content.

*While there is alw ays a room for wider
inclusion of relevant stakeholders,
WIPO RAS seem to be prepared in
consultation with a sufficient number of
relevant stakeholders.

*Results of IOD Internal survey and
interview s with WIPO staff indicate
rather low aw areness about WIPO
Risk Appetite Statement and its
practical application in day-to-day
decision-making. Better
communication is needed.
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Topic - . IOD Comments on current WIPO

HLCM Guidelines on
Risk Appetite
Statements

IRM - Risk appetite
and tolerance
guidance paper

COSO - Risk Appetite
- Critical to Success

HLCM Guidelines on
Risk Appetite
Statements

Risk Escalation
Mechanisms

IRM - Risk appetite
and tolerance
guidance paper

COSO - Risk Appetite
- Critical to Success

Revision of the

Risk Appetlte GFF - Risk Appetite

Guidance Note

HLCM Guidelines on
Risk Appetite
Statements

Operationalizing risk appetite requires clear communication both internally and
externally. Internal communication is likely to be more detailed and more regular
than external communication. Internal communication is also likely to need to be
drive action.

Management is also responsible for ensuring that the company operates a
system of risk escalation w hen any risk exposure approaches the maximum level
that the company is willing to tolerate.

Business operations may also develop specific indicators to alert management

w henthe level of acceptable risks is exceeded. When this happens, it should
trigger discussion w ithin the organization.

An organization will need to establish clear procedures for w hat happens whena
threshold or a limit of risk appetite is breached. This includes the

designation of escalation authorities, timelines and potential remedial actions.
There is a Risk Committee (or similar). Its agenda among others includes
creation and monitoring of approaches to risk appetite and risk tolerance.

The Risk Appetite Statement includes a review process at the end of the cycle
(bi-annual) so that appropriate lessons can be learned. The process ensures
that the risk appetite can and willchange over time (as, for example, the
economy shifts from boom to bust, or as cash reserves fall etc.).

Risk appetite must also be flexible enough to adapt to changing conditions,
helping an organization to remain relevant in the evolving landscape

COSO suggests organization to set a specific time period for revisiting the RA to
ensure that risk appetite remains current.

As organizations consider and maintain their risk appetite to reflect context and
changing environmental factors, there may be circumstances, such as those
experienced dealing w ith government’s response to the Covid-19 crisis, w hen it
becomes necessary to significantly alter the level, nature and balance of risks

w ith w hich an organization is willing to, or is required to, operate to deliver public
services for a period of time.

The Risk Appetite Statement should be periodically monitored, reported on, and
discussed, as required, w iththe governing body, donors, external auditors and
regulators, and other stakeholders. This will help to ensure that the Risk
Appetite Statement remains relevant, current and value-adding. |t will allow for
incremental improvements, and for new risks or risk areas requiring articulated
risk appetites to be identified, including those that may be difficult to quantify.
Additionally, revision should be backw ard looking to assess w hether the risk
appetite framew ork in its current form has been effective in terms of supporting
strategic and risk objectives.
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*While WIPO Risk and Internal
Controls Manual explains the
procedure of risk escalation, current
WIPO Risk Appetite Statement does
not cover this process. Updated RAS
potentially could explain the modalities
of risk escalation.

*RA Statement last time review edin
2019. Now (November 2021) another
review of the RA s initiated.
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Topic - . IOD Comments on current WIPO

As a minimum it is recommended to review a Risk Appetite Statement at least
once every five years. Where an organization has a specified time period for
review ing its strategic plans (suchas every three or four years in some cases),
the Risk Appetite Statement could also be review ed and updated as part of this
process.

[Annex V follows]
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ANNEX V: RISKS AND RISK RESPONSE STATUS UPDATE IN ERM

Status as of 20 November 2021 Status as of 26 November 2021

Partially | Not Partially Not
0 Updated | Updated | Updated Updated Updated Updated

0 N O 0o WDN -

W W N DNDNDNDDNDDNDNDNDN=2 2 A A A a0
- O 00 NO O WDN -0 © 00 NO O b WDN -~ O

32
Source: ERM Risk Register data

[Annex VI follows]

75



World Intellectual Property Organization
IA 2021-01

ANNEX VI: Annex withheld

[Annex VIl follows]
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ANNEX VII: WIPO CORPORATE AND PROJECT RISK SCALE

' Likelihood

WIPO Corporate risk scale

HIGH
Probability: 80-99%
Frequency: 1 event per
year

MODERATE
Probability: 50-80%
Frequency: 1 event every 1- 3
2 yrs

LOowW
Probability: 20-50%
Freqluency: 1eventevery | 2
2-5 years

MINIMAL
Probability: below 20%
Frequency: 1 event every 5 1
years or more

. Risk appetite

y injuries.

major injuries.

1 wd 3 4
Impact ——
mpa SMALL NOTICEABLE CRITICAL CATASTROPHIC
DIMENSIONS Select and apply the dil ion and imp which repr ts the worst case.
Financial 0 - 200,000 Sfr. 200,000 - 1,000,000 Sfr. 1,000,000 - 5,000,000 Sfr. | > 5,000,000 Sfr.
Noticeable interruption of e . o .
Small interruption of operation: |operations: there is a some, but Crmca! '”“’f"“""“!" = Cata.st_mpl'!uc |r1.ter|_'uphun =
there Is little or no impact on  |not grave impact on internal | 0PSrations: there is a grave | operations: a significant part o
Operati q impact on the Organization, all of the Organization's
fons I e operations. probably over an extended continuation is jeopardized.
period.
One expected result is in Some expected results are in .
jeopardy of not being reached, |jeopardy of not being reached, |There is reasonable likelihood I:'::r': :llrgah IIITzllhoclu: mtﬁe
Strategic Goals if the event occurred, however  |if the event occurred. The that a strategic goal will not be q tegic goal
. be achieved, if this event
the strategic goal as a whole is |strategic goal as a whole may  |achieved, if this event occurs. | 20
not affected considerably. also be affected. .
Services to a larger number of |Service to a large number of
Clients Clients and/or external gfewn:z?“l;:rser;aell:;mber ot clients and/or external stake- clients andfor external stake-
keholders are not affs d. takehold s holders are affected over a holders are affected over a long
s EETEELEL short period of time. time of period.
o . Significant but geographically  |Sustained and geographically
Reputation :D mﬂ:"e AR A &Tll'—l'tgds Egs;vl;:npacl on limited negative impact on i g impact on
P - P - WIPO's reputation WIPO's reputation.
F D I minor injuries. I h

Fatal injuries.

'Likelihood

WIPO Project Risk Scale Template

HIGH 3
Probability 75-99%
MODERATE 2
Probability 25-75%
LOW 1
Probability below 25%
1 2 3
Impact [ SMALL MEDIUM LARGE
Select the dimensions for the project and delete the dimensions not required..
DIM ENSIONS Where possible, enter absolute numbers in place of the indicative percentages below
relevant to the project, which the project board should review and confirm.
Financial < 10% project budget 10 -30% project budget > 30% project budget
- - The project objective would be The project objective would be The entire project objective is at
Objective X 3 h - N
compromised to a minor degree compromised significantly risk.
Schedule slippage < 10% of overall schedule 10-30% of overall schedule > 30% of overall schedule
P - Minor unplanned impact on Significant unplanned impact on Major unplanned impact on
Ex's"ng CEerEtns operations, clients or reputation. operations, clients or reputation. operations, clients or reputation.

Source: WIPO Risk and Internal Control Manual
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ANNEX VIII: WIPO CONTROLS BY PROCESS

e - AR
Related Process CONTROLS Total
 CONTROLWATURNYLEVEL:|0]1 [2[3 4[5 |
Accountability (COSO Principle 5) 3 3
: 1
4 s
2 2
13 13
: 1
2

-
N

Budget {BUD]
Classification [CLS] 1
Commitment to Competence

12

10

Commitment to Integrity & Ethical Values (COSO Principle 1)
Conflict Resolution 1

Conflicts Of Interest [COI] 1
Contract Aw ard and Approval [CAP]
Contract Management [CMT] 1

w o A © N © N W N W

Contract Review Committee [CRC]
Control Activities
Cooperate w ith Organizations for Procurement [COP]|

N
= W O N ©o o«

-

1
:
-

Financial Management Approval

N NN
w w ©

Delegation Of Authority [DOA]

-
N
[0}

20

-

Governing Body Oversight Responsibilities (COSO Principle 2)

N O
N
- N N =

-

Health Measures

Income [INC] 1 2

4 8
Information & Communication 6 2 1 9
Information Technology Management [ITM] 7 7

1

Internal Audit Section [IAS] 1

-

Investigation Section [IVS] 1
Leave Entitlement [LET] 1 13 2 16
Monitoring Activities 6 1 7
Not assigned 3 8 16 4 31
Office of the Legal Counsel 1 1

Organization Structure, Responsibility & Authority 2 2 4
Payments [PAY] 3

~
m ‘
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2 2
s s
2 2
: 1
6 6
3 3
Purchase Requisitions (PRC) 1 1
o 2
S 2
R 7
2 2
- 2
2 2
w4 3
: 1
15 15
: : 2
s s
7 :
13 13
o 2
3 2 25
32 7 12
2 3 5
2 1 19 2 2
: :
3 s
Vendor Sanctions Processes [VSP] 6 6
WIPO Ethics Office 3 3
WIPO Insurance Board 1 1

Working Time Arrangements [WTA]

6 2 8
Grand Tota 3] 7] 20]solaalel o]

Source: WIPO ERM Risk Register, status as of December 8, 2021

[Annex IX follows]

79



World Intellectual Property Organization
IA 2021-01

ANNEX IX: MITIGATION ACTIONS DETAILS

| [ AcTioN sTATus I

Approved to Under
implement — implementation
When last reflected in —reflected in Grand
assessed Proposed work plan work plan Total
3

Nov_2020 3

Dec_2020 1 25 26
April_2021 6 1

Jun_2021 2

Sep_2021 1 1 2 1 5
Oct_2021 2 2
Nov_2021 8 7 125 51 3 194

Dec_2021 8 4

52 19 83
Grand Total 3| a7 | 2 | 3 | 32 |

Source: WIPO ERM Risk Register, status as of December 8, 2021

[Annex X follows]
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ANNEX X: Annex withheld

[Annex Xl follows]
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ANNEX XI: Annex withheld

[Annex Xl follows]
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ANNEX XlI: Annex withheld

[Annex Xlll follows]
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ANNEX XIll: ANALYSIS OF RISKS, CONTROLS AND MITIGATING ACTIONS

Table 1: Analysis of Formulation of Risks in WIPO Risk Registers

Project Risk Registers Project Risk Registers
(IT projects) (Non-IT projects)

Risk Element ERM Risk Register

*Well described risk
Risk Event/ events / conditions.

*Well described risk *Well described risk

Condition Sometimes the description | events / conditions events / conditions
is too wordy.
*While for Risk Owners *While causes are not *While for Risk Owners
causes could be rather always clearly articulated, | causes could be rather

obvious, their descriptions | generally it is possible to | obvious, their descriptions
were frequently missing. understand what could be | were frequently missing.
Sometimes causes could | the potential reason for Sometimes causes could
not be known. risk materialization not be known.

*Clearly described
consequences and impact
on the project

*Consequences are rarely
described.

*Consequences are rarely

Consequence described.

Source: IOD test results

Table 2: Analysis of Formulation of Controls in WIPO ERM Risk Register

Entity Level Controls Process / Implementation level

Control Element (13 analyzed) controls (57 analyzed)

12/13=92% of ELC wordings w ere
Clear Wording relatively easy to read and
understand.

3/M13=23% of ELC wereassessed
as concise. While Entity Level
Controls tend to have longer
description due to their broader 51/57=89% of controls w ere assessed as concise.
coverage, many analyzed controls
seemed to be copy-pasted from Note: the majority of control descriptions that
Conciseness Rules and Regulations, have been assessedas unconcise w ere found in
descriptions of different WIPO the Tendering and Offers Process controls (TOP).
Functions and other normative Control descriptions seemed to be directly copy-
documents. This made control pasted from WIPO procurement regulations.
descriptions less focused and
difficult to understand how they
reduce specific risks linked to them.
13/13 = 100% of analyzed controls
had a description of frequency of
execution.

51/57=89% of controls w ordings w ere relatively
easy to read and understand.

57/57 = 100% of analyzed controls had a

Frequency description of frequency of execution.

13/13 = 100% of analyzed controls
had a description of control Type
and Function.

57/57 = 100% of analyzed controls had a
description of control Type and Function.

Type and Function

Control Owner 13/13 = 100% of analyzed controls | 57/57 = 100% of analyzed controls had a control
assigned had a control ow ner assigned. ow ner assigned.

47/57=82% of controls w ere assessed as clearly
addressing the risks allocated to them.

Note: the majority of controls that have been
assessed as not addressing the associated risks
w ere found in the Tendering and Offers Process
controls (TOP). Control descriptions seemed to
be directly copy-pasted from WIPO procurement
regulations.

10/13=77% of ELC were assessed
clearly addressing the risks
Addressing the allocated to them. While ELC have

. more pervasive nature, three ELC
risk have been found too indirect to
make any notable risk reduction
effecton linked risks.

Source: IOD test results
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Table 3: Analysis of Formulation of Mitigating Actions in WIPO ERM Risk Register

. Comments on Mitigating Actions
ool 2l e (100 actions analyzed)

96/100=96% of Mitigation Action wordings were relatively
easy to read and understand.

60/100=60% of Mitigation Actions were assessed as specific
and measurable. In many cases actions were weakly
formulated, not allowing to assess their achievement by the
end of the deadline. Lack of quantifiable expected resdults.
92/100 = 92% of analyzed Mitigation Actions were assigned to
Action Owner assigned an owner. Some actions were either in the process of owner
change or recently developed with owner not assigned yet.
100/100 = 100% of analyzed Mitigation Actions had a
deadline.

100/100 = 100% of analyzed Mitigation Actions were related
to the associated risk either directly or indirectly.
61/100=61% of Mitigation Actions were assessed as being

It is a one-off measure; not a “actions” by nature; remaining ones did not seemto be a
Control by its nature “one-off’ measures, but rather systematic, continuous
activities, having properties of controls.

Clear Wording

Specific, Measurable

Action Deadline set

Addressing the risk

Source: IOD test results

Table 4: Analysis of last control (self) assessment validation dates in ERM

Number and percentage of

Last assessment assessedand validated Number and percentage of controls
period controls with evidence attachments

NOV 2021 446 96% 157 34%
MAR_2021 5 1% 5 1%
FEB 2021 8 2% 4 1%
MAR _2019* 1" 0% - -
JAN 2019* 2" 0% - -
FEB 2018* 1* 0% - =
OCT 2017* 4* 1% - -
Grand Total 467 100% 166 36%

Source: ERM Risk Register as of 8 December 2021. *These controls have already been transferred to the dedicated
information risk management tool used by the Security and Information Assurance Division. These controls are no
longer active in ERM and will be removed.

[Annex XIV follows]

85



World Intellectual Property Organization

IA 2021-01
ANNEX XIV: GAP ANALYSIS DETAILS
1. ERM FRAMEWORK AND POLICY- ELEMENTS ASSESSED
Elements Recommen- Points to Initial
Assessed dations Consider , Developing
Established
Advanced
Leading

ELEMENTS ASSESSED POINTS FOR CONSIDERATION /
RECOMMENDATIONS

R1 The Office of the Controller in collaboration w ith
the Risk Management Group and Sector Risk
Coordinators should raise staff aw areness about the
WIPO Risk Appetite Statement.

ERM framew ork is in place

Sufficiency of organization’s risk
guidelines, policies, procedures and
processes.

P1 There are opportunities to increase the visibility of

Visibility of the Accountability and RM Accountability and Risk Management framew orks.

Framew ork P1 While more respondents tend to agree w ith the
usefulness of the RM and IC documentation, there is

ERM integration in Planning, Internal a room forimprovement and better alignment w ith

Controls, Strategy Setting and Decision- operational daily decision-making.

Making.
P2 WIPO w ould benefit from:

Methodology for Risk Measurement; (a) Highlighting the importance of Risk taking and

developed Risk Scales exploiting Opportunities in the RAS; (b) Explaining in
the Risk and Internal Controls Manual, the application

Design of 2nd line functions' roles in RM of the Risk Appetite at operational levels and
describing the modalities of risk escalation process,

Setting the Risk Appetite including how to measure impact at the level of

! Sector/Department/Division/Section and Unit, wiill
p— : . help operationalizing the RAS.

Communicating the Risk Appetite R1, P2

Design of Risk Escalation

RA Linkage to the strategy

RA update Frequency

Emphasis on the importance of Risk

Taking and seeking for Opportunities P2

ERM framew ork updates

RM Self-assessment mechanism -I

R — Recommendation
P — Point for Consideration

86



World Intellectual Property Organization
IA 2021-01

2. GOVERNANCE AND ORGANIZATIONAL STRUCTURE- ELEMENTS ASSESSED

Elements Recommen- Points to
Assessed dations Consider

Initial
Developing
Established
Advanced

Leading

[/

ELEMENTS ASSESSED

POINTS FOR CONSIDERATION/
RECOMMENDATIONS

Design of Risk Governance Structure

Effective Setting Risk roles &
responsibilities

R2,P3

Risk-based delegation of authority

WIPO Risk Management function has a
Charter or equivalent

There is an independent RM function,
implemented w ith clear role and
responsibility for RM

RM function's role is integrated w ith
strategy setting and clearly anchored w ith
management across the organization

RM function accountability against IAOC

R — Recommendation
P — Point for Consideration
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R2 Sector Leads and Relevant Managers should
ensure that the PMSDS of designated staff members
include objectives related their role as Sector Risk
Coordinators.

P3 Enhance Risk Management Framew ork by:

(a) Broadening the focus of RMG discussions and
including other elements on the WIPO risk map;
including an additional agenda item on “Identifying
Opportunities”;

(b) Enhancing the Sector Leads know ledge of the
discussions of the RMG through for instance, inviting
a Sector Leads to a RMG, or presenting the results of
the RMG meetings to Sector Leads on a regular
basis;

(c) Developing a coherent and consistent approach
for determining membership of Sector Risk
Coordinators (SRCs); and

(d) Establishing a fixed term (e.g. maximum five
years) for SRCs, to enable differentstaff members to
take on the role, and contribute to a community of
practice and the grow th of the risk management
culture at WIPO.
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3. PROCESS AND INTEGRATION — ELEMENTS ASSESSED

Elements Recommen-
Assessed dations

Points to
Consider

Initial

/ Developing
Established
-Advanced

- Leading

ELEMENTS ASSESSED

POINTS FOR CONSIDERATION /
RECOMMENDATIONS

Risk identification - follow ing policies

R3 The Office of the Controller should review and update

Risk identification — completeness

Formulation of risks

Risk scales for different level risks

Systematic risk responses

Institutionalization of risk ow nership

ldentification of Internal Controls

Formulation of Risk Responses

R3

Integration betw een RM and IC

Number of existing controls

Established control criteria

Addressing control gaps

Documentation of key processes

Follow -up of risks

Identification of risk response overlaps

lterative evaluation of the process

SIC preparation process

P4

RM and Work planning integration

P5

RM and Staff PM integration

Documentation and Guidance

the Risk Manual, including guidance forrisk responses,
risk escalation (including project risks), and the relationship
betw een risks and controls.

P4 Visibility of key project risks can be further enhanced by
considering: (a) using Sector Risks Coordinators to engage
w ith project managers in respective Sectors, to identify key
project risks that can be escalated at Sector or
organizational levels; and (b) adding a line on aw areness
of key project risks and related responses in the
Management Representation Letter of respective Sector
Leads.

P5 Sectors to take measures to timely update their risks
and risks responses before the deadline for submitting the
annual workplans, to among others, ensure that risks
related to planned activities are timely captured, and
applicable mitigations budgeted in compliance with
relevant PPBD Guidance.

4. ERM SYSTEMS AND TOOOLS - ELEMENTS ASSESSED

Elements Recommen-
Assessed dations

Points to
Consider

Initial
Developing
Established
Advanced
Leading

/

ELEMENTS ASSESSED

Modern and Automated RM Tools

s

Management of Project Risk Registers

POINTS FOR CONSIDERATION/
RECOMMENDATIONS

P6 The value from the existing ERM softw are can be
maximized by among others:

Process of Risk Register updates

Dynamic risk dashboards

Risk modelling and forecasting tools

I menagers and risk ow ners in using the system;

a) Enhancing the responsibility and accountability of

b) Identifying the key challenges in the use of the

Staff skills to workw ith Risk Registers

P6

current system and finding cost-effective solutions;

ERM linkage w ith other systems

c) Raising aw areness and educating relevant staff to
w orkw ith Acuity STREAM™ more efficiently.

R - Recommendation
P — Point for Consideration
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5. RISK CAPABILITIES— ELEMENTS ASSESSED
Elements Recommen- Points to Initial
Assessed dations Consider Developing
Established

Advanced
Leading

ELEMENTS ASSESSED

o

Staff - Risk Management Skills

POINTS FOR CONSIDERATION/
RECOMMENDATIONS

R4 The Office of the Controller in coordination w ith the

Continuous development and

Tailored RM Trainings il

Internal Training Program of the WIPO Academy, should
further raise risk management and internal controls

RM staff qualifications

aw areness by introducing updated training offerings to

Risk aw areness is a recognized
competency

address the needs of staff members at different levels and
relationships and responsibilities tow ards Risk Management

Timely and sufficient risk information
for decision making

and Internal Controls.
P7 The Enterprise Solutions Division should consider adding

Ease of access to Risk Information

Ability to generate robust risk
reports

Capability to provide a Positive
Assurance

Documentation

a button “My Risks” in the Quick-links of the new AIMS
Portal. The button should take the user to the “Risk and
Response” Bl Risk Dashboard, show ingall Risks / Controls /
Actions related to that specific user.

P8 Formalizing of Data Analytics for Internal Controls as a
project and allocate dedicated resources to secure the

P7
P8

transparent and efficient implementation of the Roadmap.

6. RISK CULTURE- ELEMENTS ASSESSED

Elements Recommen- Points to Initial
Assessed dations Consider Developing
Established

Advanced
Leading

ELEMENTS ASSESSED

Senior management communicates risk

POINTS FOR CONSIDERATION /
RECOMMENDATIONS

P9 Develop initiatives to enhance the Risk

information GY Management Culture, such as:

Senior management creates an P9 (a) Taking measures to further enhance the tone at
active, organization-w ide dialogue on risks the top on risk management, raise risk
Organizational Culture supports the Risk P9 management commitment, and capacity building;

Culture

Risk is a standing agenda item on senior
management meetings.

Staff confidence to frankly discuss risks and

and
(b) Put in place processes and practices to
encourage and support calculated risk taking.

escalate them P9
Collecting and analysis of risk events and P9
incidents

RM information is shared by senior P9
management

Documentation of RM successes and Failures

and using them as lessons learned and for P9
corrective actions

Business decisions are supported by calculated P9

risk and rew ard

R - Recommendation
P — Point for Consideration

[End of Annexes and of Document]
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