
© 2009 MarkMonitor Inc. Confidential Information.

gTLDs & Domain Name System Abuse

Frederick Felman
Chief Marketing Officer
MarkMonitor
Friday, October 2, 2009



Page 2

DNS and Related Abuse Statistics

Cybersquatting 18% % Increase In Cybersquatting From 2007 To 2008

Corporate Domain   
Registrations

90% % Of Domain Portfolios Consisting Of Defensive Registrations To Deter Abuse

Traffic Diversion 1 in 7 # Of Searches On A Brand That Go Somewhere Other Than To That Brand’s 
Website

Counterfeiting 45% % Increase In Counterfeit Sales In 2008, With 80% Sold Via The Internet

Phishing 40% % Increase In # Of Phishing Victims In 2008

Malware 7,500 # Of Daily Malware Attacks In 2008, Up From 5 Daily Attacks In 2000
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*Note:  Threat types are not mutually exclusive. 
Source:  MarkMonitor Brandjacking Index® – Summer 2008

Brand Abuse Targeted at Interbrand’s Top 30 Brands
(Number of instances)

Cybersquatting is abuse of choice

The Growth of Cybersquatting
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* Based on 6 drug brands only
**Based upon total annual traffic, 0.5% conversion rate, $70 average transaction

Consumers At Risk:  Health/Safety

19,000 squatted domains on 6 popular drug 
brands (July 2009)

9% increase from 2008

>$10 billion in illicit drug sales
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Srouce:  No Prescription Required:  bing.com Prescription Drug Ads, Legitscript and Knujon, Aug 4, 2009

Consumers At Risk:  Health/Safety

90% of drug-related Bing search ads led to rogue e-
pharmacies
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Example of Unauthorized Vendor Site

* Product codes match CPSC recalls

Consumers At Risk:  Recalled Goods

Cybersquatting with brand in 
domain

Trademark abuse with images 
and copyrights 

Not an authorized vendor    –
false association

Recalled toys for sale*
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Brands At Risk: Paid Search Abuse

Display URLs directing to malware, counterfeit sales
Google relaxing trademark policies relating to keywords, ad copy

Other
7%Bing

8%

Yahoo!
20%

Google
 65%

US Search Market Share,  June 2009
14 billion total searches

Sources: comScore Core Search Report, Jun 2009; eMarketer, US Online Advertising Spending Report, October 
2008;  Marketing Sherpa 2009-2010 Search Marketing Benchmark Report; Yahoo! market research; Hitwise, Best 
Practices for Search Engine Brand Management, April 2006

>14 billion monthly searches 

1.15 billion monthly paid click volume

30% of searches include branded terms

1 in 7 brand-driven paid clicks go 
somewhere other than the brand’s website
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Link Registrant Type Of Site Monthly Revenue

capitalonecard.com Capital One Financial Corp Pay-Per-Click $12,500 

capitalonecreditcards.com Moniker, Privacy Services Pay-Per-Click $10,000 

capitalonemastercard.com Ali Aziz Pay-Per-Click $1,250 

Total $23,750

Domain abuse siphons significant revenue from legitimate brand owners

Brands At Risk:  Traffic Diversion
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Brands At Risk:  False Association
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Brands At Risk: Counterfeiting
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www.bankofthevvest.com

Fraud:  Identity Theft
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Fraud: Fast-Flux Attacks On the Rise
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Fraud: Domains Host Multiple Phish Attacks
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Fraud: Hackers Target Domains
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# of New Malware by Year

In 2000In 2000

55
detections a daydetections a day

In 2008In 2008

75007500
detections a daydetections a day

Fraud: Malware

Source:  Symantec
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Suggestions for the ICANN Community

Prohibit serial abusers of the DNS from operating new registries
Create minimum thresholds for rights protection mechanisms
• Consider and implement the WIPO, IRT and other recommendations
• Remember - rights protection mechanisms protect consumers 
• Discount some of the opinions of detractors of protection mechanisms
Hold registry operators accountable for abuse 
Provide incentives for registries that operate safely
Consider strong contractual disincentives for recidivists
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Conclusion

Domain-based brand abuse on the rise in legacy TLDs
Consumers and brand holders are under attack
Current protection mechanisms are not effective 
New gTLDs expose new risk
Take action to make the new extensions to the domain naming 
system safer for Internet users


