WORLD

WIPO Conference inTeLecTuat [GHTINE

PROPERTY |-

10 Years UDRP — What's Next? ORGANIZATION

Panel: Identity and Dispute Resolution on the
Internet — Looking Ahead

Where Is Social Networking Going?

Dr. Ursula Widmer

Dr. Widmer & Partners, attorneys-at-law, Berne, Switzerland
Geneva, October 12, 2009

“© Dr. Ursula Widmer, Dr. Widmer & Partners, attorneys-at-law, Berne, Switzerland




Where is Social Networking inteLLecroa. REAITS
PROPERTY

GOing? ORGANIZATION

Overview

o Statistics, definition, examples, impact
e Legalissues: arisk analysis

o Self-regulation
* Uniform dispute resolution policy
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Statistics:

Worldwide Audience (visitors)

WORLD
INTELLECTUAL

PROPERTY
ORGANIZATION

Norldwide

LA An Ao\ iUt U VU witat

Networking Sites
Total Worldwide Audience, Age 15+
Home and Work Locations

Worldwide Growth among Selected Social

Region
Total Worldwide Audience, Age 15+
Home and Work Locations

Social Networking Growth by

Total Unique Visitors (000)
June 2008
Xzﬁle:]r;ernet. Total 860,514
Social Networking 580,510
FACEBOOK.COM 132,105
MYSPACE.COM 117,582
HI15.COM 56,367
FRIENDSTER.COM 37,080
ORKUT.COM 34,028
BEBO.COM 24,017
SHYROCK.COM 21,041

Unique Visitors (000)

June June %

2007 2008 Change
Worldwide 464,437 | 580,510 25 %
Asia Pacific 162,738 | 200,555 23 %
Europe 122,527 | 165,256 35%
North America 120,848 | 131,255 9 %
Latin America 40,098 53,248 33 %
Middle East - Africa 18,226 30,197 66 %

Source: comScore World Martix (June 2008 vs. June 2007)
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Worldwide Audience (visits) ORGANIZATION

Top 25 Social Networks Re-Rank
(Ranked by Monghly Visis, Jan '09) $3] compete

7645423 53,389, 974
5 ||r1i..:-d in.com 11,274,160 42,744 433
6 tagged.com 4 448 915 39 bBD 92?

9, 04? 491
|:1"M__

5,673, 549 19 511, 682

1,530,329 10,173;:
9,849, 137
2 3 9,416,265
1,317,651 9358966
om 1,647,336 8,586,261
18 friendster.com 1,568,439 7279050
19 xanga.com 1,831,376 9,577
20 360.yahoo.com 1,499,057 5 199,702
21 orkut.com 494 464 5,081,235
22 urbanchat.com 329{}41 2,961,260
23 fubar.com 452 090 2170315
24 asianfown.net 81,245 1,118,245

25 fckie.com 96,155 108,482

(Credit: Compete.com)
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A P L s L vl g

facebook e

Pressebereich ressemitteiunge

Statistiken
COMPANY
General Growth I

d and older

User
Engagement

Announcements

CONTALCTS

Applications

each month

n the site

International
Growth

Platform nd entrepreneurs from more than

h Platfarm
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What are Social Networks? .m%ﬂé‘é?ﬁif AT
ROPERTY f-

Sharing Content ORGANIZATION

. Content-sharing services IRl Tube

revici

o go al hote

e Appointment services Doodle’

UP Dr. Widmer & Partners, attorneys-at-law, Berne/Switzerland; Dr. Ursula Widmer, Geneva, October 12, 2009 6




WORLD

What are Social Networks ? P
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Personalisation

ORGANIZATION
D - \ -
President Obama's Profile
f b k [ Angemeldet blziben Passiirt
m Barack Obama ist bei Facebook.
Reqistriere dich flr Far I it

Barack Obama =

Pinnwand Info  Weranstaltungen  Notizen  Diskussionen  Fotos

Barack Obama QL ITEFELY

HEALTH
REFORM

EN
q the budaget,
t 15,

Informationen

Aktueller Arbeitsplatz
At
nt of the United 5

UP Dr. Widmer & Partners, attorneys-at-law, Berne/Switzerland; Dr. Ursula Widmer, Geneva, October 12, 2009




WORLD
INTELLECTUAL

What are Social Networks ? e

ORGANIZATION

——Awhole package of servicesis —

available to users:; these services f b k

are coordinated via a personal
© PUBLICITY PICTURE

profile page.

 E-mail services

Applications

* Instant messaging services

Fostaed Items

* Linking services

Inwvite Your Friends

Connect With More Friends

. f Share the Facebook experience with

= B|Og SeI’VICGS more of your friends. Use our simple
invite tools to start connecting.

» Content-sharing services

www.facebook.com
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Examples: MySpace PROPERTY

ORGANIZATION

FOWERED B

Google

MNewr To MySpace?
#gmyspace. 5.

Horme Browse People Find Friends Local Music Wideo Games More » Safety Privacy Sign Up

Selena Gomez is
‘Under Pressure’

Follow Selena as she creates 3
her debut album 4

-

Log In

Email:
Featured Yideos Music Celebrity Updates

Password:

Fanfarlo Exclusive Album
Premiere " B Remember Me

Forgot your password?

Find or browse members:

h by name or email

Listen Now!

More in Music
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Examples: LinkedIn PROPERTY

ORGANIZATION

. —_—
LII"IkEd & Hotme | What iz Linkedin? | Jain Tod: =ign In Language -

Over 45 million professionals use Linkedin to 0 edin Today

exchange information, ideas and opportunities First Name: |
st g Stay informed about your contacts and industry Last Hame: I

5 |I._u Find the people & knowledge you need ta achieve yaur goals Email: I
ﬁ Control your professional identity online Password:

G or more characters

Already on Linkedin? Sign in.

Search for someone by hame: | | Go

ABCDEFGHIJKLMNOPQRITUWV!

* By clicking Jain are indicsting that you have read, understood, and sgree to Linkedin's User Agreement and Privac
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Examples: Xing PROPERTY

ORGANIZATION

Registrieren | Hilfe & Kontakt | Guided Tour | Deutsch @

XING’

XING - Finden Sie Geschéftskontakte per Mausklick Jetzt kostenlos Mitglied werden!

. . . . o etwarking leute
Mit den umfangreichen Suchfunktionen von XING effizienter die richtigen Personen finden
Jetzt kostenlos anmelden!

Login fir XING-Mitglieder
E-Mail-Adresse / Benutzername

Passwort
[~ Aufdies omputer automatisch einloggen

Einloggen

Personensuche I = Guided Tour

e Zahlreichen Fe:
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Advertising INTELLECTUAL
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on Social Networks ORGANIZATION

WHOPPER® SACRIFICE HAS BEEN SACRIFICED.

IN THE END, YOUR LOVE FOR THE WHOPPER" SANDWICH
PROVED TO BE STRONGER THAN 233,906 FRIENDSHIPS.

Fx Biiatle) d>]ad>]
: R o

T <
—r
WERE YOU SACRIFICED BY SOMEEBODY? SEND THEM AN ANGRY-GRAM »
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AdvertISing |HT%LLE;?EIIJ;E IJ:I
ROPERTY

on Social Networks ORGANIZATION

The campaign, which featured tag lines
such as “Friendship 1s strong, but the
Whopper 1s stronger,” grew rapidly on the
site, as thousands of members jilted each
other for burgers. Each time someone de-

friended someone else through a special
application, Burger King published an
update on both people’s Facebook pages.
That helped spread the word—but ran
afoul of the site’s protocol.

Source: Wall Street Journal, 15.1.2009
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Advertising INTELLECTOAL
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on Social Networks ORGANIZATION

Top Online Display Ad Publishers in Social Networking Category

June 2009
Total U.S. = Home/Work/University Locations

Source: comScore Ad Metrix

Total Display Ad Share of Ad Exposed
Impressions (MM) | Display Ads Unique Visitors
(000)

ooy Jwom ___Jon  [men |
—
. R R N
——

—

DeviantArt.com 3,681

www.comscore.com
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Rolex’s Presence
on MySpace
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JEWK Brovese Pmﬂﬂ%ds LDCERQJI_'GE&ED GameRQie‘EX

Ulimate Omega &
Rolex Watch
Resource!

40 years old

Canada

Last Login: 1/7/2009

“iew My Pics | Videos

Male X

FOWERED B3

h e

RBOLEX

| Pecole
ROLEX

-

e [Subscribe to this Blog] :

Miew All Blog Entries]

i MAIL ME I"g'{ FORWARD
. AD ITE
BV O LHIX
GROUP RANK ME

Hothing but the best: Omega and Rolex. www.omegarolex.com

4 X
MySpace URL:
www iwspace.com/omegarolex

General Watches: Rolex, Omega,
- Breitling, Patek Phillipe,
“acheron Canstanting
Audermars Piguet, Piaget,
Breguet, etc

] Status: Single
Zodiac Sign: Scarpia

. «117. «11T.
17 Ul (1

37

breitlingsourc JOE THE
e.com HOROLOGY
COLLECTOR

Wratchmaking nrmh_anduhren

NAKED ART

TATTOOS-
JUSTIN

Wi ENTINE.
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Dell s Presence on Facebook e

ORGANIZATION

(W Angemeldzt bleiben Passwork vergessen?

facebook

Facebook.
dich filr Facebook, urnm mit Dell in Yerbindung zu Treten.

Anmelden

Pinnwand Info Alienware Earth Felder Home 3>

OUR FANS RULE

Dell fans stay connected with the latest giveaways, sneak
previews, product launches, tech tips and more. Step into our
community and join the conversation.

Check out our other fan pages:
oL
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Coca-Cola s Presence on T
PROPERTY
Facebook

ORGANIZATION

[l Femember Me Forgok your passworg

facebook
Coca-Cola is on Facebook

Sign up for Facebook to connect with Coca-Cala,

Coca-Cola =
wall Info Coca-Cola Feeds Photos Discussions o

Star in a Coca-Cola Commercial

Cola”

© Audition Now

refreshing feeds (R

Upload a video of yourself creating the “Sounds of C

When you upload, other Fans can remix under @ Creative Commons  Leamn More

A Wit

Ugﬂﬂﬂﬂﬂﬂ
RECORD PLAY SHARE.

UP Dr. Widmer & Partners, attorneys-at-law, Berne/Switzerland; Dr. Ursula Widmer, Geneva, October 12, 2009 17




Legal issues: InteLLecTuAL Tt
. . PROPERTY
a risk analysis ORGANIZATION

e lIdentity Squatting

e Copyright Infringements
- User generated content

e Trademark Infringements
- User names

UP Dr. Widmer & Partners, attorneys-at-law, Berne/Switzerland; Dr. Ursula Widmer, Geneva, October 12, 2009 18
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ldentity-squatting o FROPERTY

Katrina Kaif’s identity hijacked

16 Nov 2008, 0050 hrs IST, VICKEY LALWANI , TNN

Katrina added, ‘| hereby clarify that | have no e-mail id which reads katrinakaif84@hotmail.com. There are some facebook accounts bearing my
name but | don't have a facebook account either.”

Source: The Times of India, 16.11.2008
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ORGANIZATION

Katrina Kaif’s false profile on Facebook

fa:ebouk Home  Profile  Friends Inbox Gerd Kiparski — Settings  Logout

k  Katrina Kaif o ]
Add as Friend | Send a Message | YWiew Friends -I.-hl? is the pUh!": SEEI.I‘l::h
: listing for Katrina Kaif

Here are some of Katrina Kaif's friends:

A . @ E @ ‘ | " ’ ﬁ

Madhira Prasetya Shaila Hog Furu sh Travis Kazi Umnawer ilon Mimo
Surita Subekti Taniju Fitzgerald  Bin Kaidr tasingh Hardco
Thorne
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UK businessman wins £22,000 over fake Facebook profile

By Megan Murphy in London
Published: July 25 2008 03:00 | Last updated: July 25 2008 03:00

In a legal ruling likely to send a chill through the global social networking phenomenon of Facebook, a British businessman has
been awarded £22,000 (544,000, €28,000) in damages from a former school friend who created a fake profile of him on the

website.

Financial Times, 25.7.2008
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MySpace sued (settled) ORGANIZATION

MySpace Sued Over Music Copyright Claims

By Yuki Noguchi
Washington Post Staff Writer
Saturday, November 18, 2006; D01

Popular social-networking Web site MySpace was slapped with its first copyright-infringement lawsuit yesterday,
by Universal Music Group, alleging that the site enables "rampant" unauthorized copying and distribution of its
artists' songs and videos.

Source: Washington Post, 18.11.2006
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YouTube sued (pending) ORGANIZATION

Jun

YouTube Sued for $1=z. o Miillion for Copyright
Infringement

18 Comments wWiritten by Direwiywilson
It seemed like the lavwsuits vwere
finally over for the Google ovwned
vwebsite, That hope of finally being
legally in the clear vwas recentlhy 0 u u e
dashed vwhen French music label

collecting society SPPF sued R IE i, ArTercrsRat sy il

ouTube for €10 million.
5 diggs diggit 14

o et ‘ere take ulw 1 anly to hawve the video's be re-uploaded by their

ToduTube issued a statement saving that SPFF didn't use their content 1D sy=
others uploading =

YWwhiile using the content 1D

Tar frnom perfect. Reda
term would hurt thherm in any

www.zeropaid.com, 21.06.2009
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Twitter sued (dropped) ORGANIZATION

Gas Co. Lights Fire Under Twitter With Trademark

Suit

AP
09/18/09 9:59 AM PT Reprints
A Twitter user was apparently posting messages under
#=_| the name and logo of natural gas distributor Oneok. The
.4 company claims it tried to work with Twitter to remedy
: ! the situation, but Twitter refused. Oneok moved to sue
the microblogging service, but that action lasted just one day; Oneok says the
matter has been resolved, and it appears the account in question has been
suspended.

+ adwertisement

Resellers, its wise to start an MSP Business now.

www.ecommercetimes.com, 18.09.2009
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Trademark Law: INTELLECTURL

PROPERTY

Infringing account ORGANIZATION

Home BSearch Help

Who goes there?

Sorry, the account you were headed to has been suspended due ta strange actiity.

Mosey along now, nothing to s
Al done here?

Take me home!

.orif you're curious & to why an accoun

ITIi!;]I BN IZ|E!IZ|. head over this way for the
Juicy details,

@2009 Twitter  Ahout Uz Cortact  Blog  Stetus APl Help  Jobz  TOS  Privacy
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] - - PROPERTY
Oneok’s official account ORGANIZATION

Lagin Jain Twyitter!

Hey there! ONEOKNews is using

ONEOKNews

ONEOK Partners to Participate in

National Association of Publicly

Traded Partnerships Investor

Conference: http://tinyurl.com/mzr85n weets
Favaorites

INTErEnce Following
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. C LLECTUAL
Twitter sued (dismissed) ORGANIZATION

This Time, Tony La Russa Drops Twitter Case for Real

St Louis
officially dis

: -— the first to be
. reported in e
h La Russa sz o Twitter had agreed to pay
2 a donation to his Animal R e Foundation charity.

Twwitterr

plan to

FES 0L

the phaony
June 26,

d that the unusual las

tion of a settlement. Attornevs invalved in the c:
not respond to requests for comiment.

www.onpointnews.com, 02.07.2009
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PROPERTY

Facebook Usernames ORGANIZATION

trusted) first name and last name.

- Facebook: “From the beginning of Facebook, people have used their real names
to share and connect with the people they know. This authenticity helps to
create a trusted environment because you know the identity of the people
and things on Facebook.”

e Until June 13, 2009: unique usernames were not reflected in
username URLS.

- Username URLs were randomly assigned (e.qg., 1d=592952074).

e On June 13, 2009: “Vanity URL” program introduced.
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Facebook Vanity URLs ORGANIZATION

* Vanity URLs

- For individuals www.facebook.com/ursulawidmer [yourname]
- For brand fanpages www.facebook.com/cocacola [yourcompanyname]

 first-come, first-served basis
 no change / no transfer

 only 1 URL per user account
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Self-regulation (policies) PROPERTY

ORGANIZATION

Operator policies: measures against IP infringements
« Verification of user data

o Control of user generated content

o« Complaint procedures

e Reservation lists for names, trademarks, etc.
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Self-regulation (policies)
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Adresse Iei"l ht: ffbwitter .com helpfverified -~ I

VororiFfiors At

WVWhat is a verified account?

To prevent identity confusion, Twitter is
experimenting (beta testing) with a "Verified
Account' feature. We're working to establish
authenticity with people who deal with
impersonation or identity confusion on a regular
basis. Accounts with a are the real thing!

YWhat does it mean™?

Wiith this feature, vou can easily see which accounts we knowe are
‘real'and authentic. That means we've been in contact with the
person or entity the account is representing and verified that itis
approved. (This does not mean we have verified who, exactly, 1s
weriting the teee ets )

This also does not mean that accounts without the “erified Account
bhadge are fake. The vast majority of accounts on the systerm are not
impersonators, and we don't have the ability to check 100% ofthem.
For nowy, we've only werified a handful of accounts to help with cases
of mistaken identity or impearsanation

One thing vou can do ifwe haven'tverified an account vou're
weondering about is to check the official weh site ofthe person and
see ifthere's a link back to their Twitter profile. (Aoain, lack of a link
does not imply impersonation, either)

wWho has a "Werified Account® badge™?
Wie're starting with well-knowen accounts that hawve had problems
weith impersonation or identity confusion. (For example, well-known
artists, athletes, actors, public officials, and public agencies). We

at LT o ore o ot e th e b AI=Te = or e mo =lals

www.twitter.com/help/verified

Login Join Twitter!

CODCemergency

Verified Account
MName CDC Emergency
Location Atlanta, GA
web htip://emergency....
Bio CDC Emergency
FPreparedness and Respoanse:

How to identify a verified
account

The “erified Account' badge will appear in the top-
right portion of a user's profile page just above the
name, location and bhio—as shown in the
screenshot above. The badge will click-through to
this page.

It will alvways have a badoge followed by the words
~erified Account’

Ifthe varified accaount badge appears anywhere
2lse on a user's profile page (2.0, inthe avatar or
the background) it is naot a werified account

The werified Account badge can notbe used unless
itis provided by Twitter. Accounts using the badoe
as part of prafile pictures, background image:s, ar in
any way implying false verification will be

ners, attorneys-at-law, Berne/Switzerland; Dr. Ursula Widmer, Geneva, October 12, 2009
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Self-regulation (policies) PROPERTY

ORGANIZATION

Twitter: Verified Accounts
 Experimental stage

e Confirmation of the authenticity of the person who uses the
account

e Limited to a certain number of accounts: well-known artists,
athletes, actors, public officials and public agencies (no
defined criteria)

 Not open to businesses / trademark owners
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Self-regulation (policies) PROPERTY

ORGANIZATION

Content Control — Facebook’s Terms of Use

“If you select a username for your account we reserve the right to
remove or reclaim it if we believe appropriate (such as when a
trademark owner complains about a username that does not closely

relate to a user's actual name)”.

“We can remove any content or information you post on Facebook if
we believe that it violates this Statement”.
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Self-regulation (policies) PROPERTY

ORGANIZATION

Content Control — Twitter

Terms of Service

,"We reserve the right at all times (but will not have an obligation) to
remove or refuse to distribute any Content on the Services and to
terminate users or reclaim usernames.*

The Twitter Rules

,We reserve the right to reclaim user names on behalf of businesses
or individuals that hold legal claim or trademark on those user names.
Accounts using business names and/or logos to mislead others will be
permanently suspended.”
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Self-regulation (policies) FLECTON !

ORGANIZATION

Twitter’s complaint procedures
e Copyright Policy

 Trademark Policy

* Impersonation Policy

 Name Squatting Policy
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Self-regulation (policies) PROPERTY

ORGANIZATION

Weak IP protection

 Each operator has different policies and procedures
* Evidence requirements not clear

« Criteria of complaint assessment not clear
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Need for a Uniform Dispute INTELLECTUAL I}
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Resolution PO|ICy ? ORGANIZATION I

A UDRP for social networks:

 ICANN’s UDRP not applicable to user names

« Common procedural standards and assessment criteria
for complaints

* Risk minimization for operators

Cooperation by platform operators?
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